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AHHOTaUUA

Hacrosiimii jokymeHT “Mediccemegoti 3kpaH CCIITT-4A1. Pykosodcmeo no skcnayamayuu”
®PIIC.466259.002 P> sBnseTcs YacTbHO SKCIUTyaTalMOHHOW [OKyMeHTalyMd Ha MpOrpaMMHO-
TexHUYecKoe uszenue “Medxccemegoli s3kpaH CCIIT-4A1” ®PIIC.466259.002 (nanee — M3 CCIIT-
4A1).

Hacrosiiiuii IOKyMeHT OmnucbiBaeT (YHKIMOHAbHbIE BO3MOXXHOCTH, OOIIHe TIPUHLIUTIBI
(GYHKLMOHMDOBaHUS, TOPSAJAOK HacTpoiiku u ympaeineHus MO CCIIT-4A1 Bepcun 1.2.0, ero
KOHCTPYKTHBHBIE 0COOEHHOCTH U OCHOBHBIE TEXHUYECKHE XapaKTepUCTHUKU. JJOKyMeHT mpeHa3HaueH
JUIsL CTIeLIMaTMCTOB B 00/1aCTU ceTeBOM 6e30MacHOCTH U aZJMUHHCTPATOPOB CeTel, UCTIO/Ib3YIoMUX MO
CCIIT-4A1 pnis pellieHUs1 BOTIPOCOB, CBSI3aHHBIX C pa3rpaHUuUeHreM 0CTyma K MH(OPMalMOHHBIM U

CeTeBbIM pecypcaM B KOMIbIOTEPHBIX CETsIX, UCO/b3YIOIIUX TexHosoruto Ethernet.

M3 CCIIT-4A1 MOXeT HCIIOMb30BaThCsl B JIOKA/JbHBIX BBIUMC/IWTE/BbHBIX CeTX (fanee —
JIBC), moctpoeHHbIXx Ha 0Oa3e TexHosnoruu Ethernet ¢ mpomyckHoii crioco6HocTeio 10/100/1000

Moburt/c, a Takxke 10 I'6ut/c.

Ha3HaueHuWe W oOpraHu3anusa JOKyMeHTa. /laHHBIA [JOKYMEHT TIpeACTaBiseT CoOou

pykKoBogcTBO agMuHucTpatopa M3 CCIIT-4A1, cocrosiee U3 caeAyrOLUX [1aB.

1) OcHOBHBIE TeXHHYECKHEe O0CO0eHHOCTH M (YHKI[HOHA/IbHbIEe BO3MOXXHOCTH. HasHaueHwue,
00/1acTh IpUMeHeHHsI U OCHOBHBIe (PYHKI[MOHA/IbHBIe XapakTepucTuku MO CCIIT-4A1.

2) IToproroBKa K pabore u mepBoe BKioueHwe. OmuicaHyue KOMIUIEKTa TMOCTaBKH, HAAIUCeHd H
YCIOBHBIX 0003HaYeHWI yCTPOWMCTBA, PYKOBOJCTBO TIO BBITIOIHEHUIO HAualbHBIX HACTPOEK IOCse
NepPBOr0 BKJIFOUEHHsI yCTPOMCTBA.

3) lIpuHuyunsl  pyHKIHOHMPoBaHusA. [lofpobHOe omMcaHWe TPUHLMIIOB (QYHKLMOHUPOBAHUS U
nopsifka HacTpouku nogcucrem M3 CCIIT-4A1.

4) WEB-unrtepdeiic aavMunucTparopa. [logpoOHOe pyKOBOACTBO 1O HCHOMb30BaHUIO WEB-
vHTep(elica aAMUHUCTPATOpPa KakK MOJHO(YHKLIMOHA/ILHOTO CPeJiCTBa /ISl yIpaB/eHus, HACTPOMKHU
1 agMuHucTprpoBanus MO CCIIT-4A1.

5) SNMP-unrepdeiic agmuHucrparopa. [logpobHoe pyKOBOACTBO MO HCIOAb30BaHW0 SNMP-
uHTepdeiica afMUHMCTpaTopa KakK CpeAcTBa [/Isi KOHTPOJII COCTOSIHMSI W MOHMUTOPHHTa

¢yHkumonupoBanust MO CCIIT-4A1.
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6) PernameHnTHOe TecTHpoBaHue. OnMcaHye IITATHBIX MPOLIeYP PeIrllaMeHTHOIO TeCTUPOBaHUS /IS
NPOBEPKM  PabOTOCTIOCOOHOCTH U BBISIBIEHWs] HapylleHWHd B paboTe W HEUCNpaBHOCTeH B
anrapaTHOM YacTU U MporpaMMHBIX roacuctemax MO CCIITT-4A1.

7) CpeacTBo o0HOB/eHHMA U BoccraHoBieHuss (COBa-4). PykoBOACTBO 10 BOCCTAHOBJIEHUIO
paborocriocobrocTr MO CCIIT-4A1 nocie cboeB 1 OTKAa30B CUIaMK 00C/TY>KUBAFOIIIETO TepCcoHasa
6e3 yuacTus rpe/icTaBuTeel MpeANpUATHS-U3TOTOBUTEJIS.

8) [Tpunoxxenus
8.1) TpeboBanusa K ¢opmaraM JaHHBIX M OrpaHUMYeHUs] NapaMeTPOB KOH(UrypaLuu.

[Tepeuenb coramieHut o ¢opMaTax M [JOMYCTUMbIX 3HAYEHUSIX Pa3/MYHbIX HMMeHYeMbIX
3JIEMEHTOB OTIpe/ie/ieHNi TIONUTUK J0CTyna (mpaBwia (GUALTPALMKM U CIPAaBOYHHUK OOBEKTOB),
rapamMeTpoOB KOH(Urypaluu u KoMaHgHoro si3bika MO CCITT-4A1.

8.2) IlepeueHb perucTpUpyemMbix CcoObITHH. [lO/HBI COMCOK W OMMCaHWe COOBITHHA,
pPerucTpupyeMsbIX MOJCUCTEMOM perucTpaljiu B MpoLiecce HaCTPOWKU M (YHKLMOHUPOoBaHUS MO
CCIIT-4A1.

8.3) IlepeueHb JUArHOCTHUECKHUX COOOIeHMI. [To/HBIA CMUCOK U OMMCaHWe JUarHOCTHYeCKUX
coo0IIleHn MPOrpaMMHBIX MOZYJIeH, KOTOpble MOTYT ObITb TIOy4eHbl aJIMUHHUCTPAaTOPOM B
rporiecce HaCTPOWKU U ynpasieHuss MO CCITT-4A1.

8.4) Komanjubiii s3bIK. [lepeueHb Bcex KOMaH[ KoMmaHJHOro uHTepdeiica MD CCIIT-4A1 c
OTMCaHWeM CHHTAaKCHCa, Ha3HaueHWs W TPUBWIETUN aJMUHHCTpATopa, TpeOyeMbIX s WX
BBITIO/THEHUS].

8.5) Onpepenenns npaBu/ puasTpanuu. CUHTAKCHUC Y TIOPOOHOe OMrcaHye BCeX TUTIOB MPaBUII
¢unbTpagun M3 CCIIT-4A1.

8.6) OnpeaeneHusi 00beKTOB cnpaBouyHMKAa. CUHTAKCHMC M TIOAPpOOHOEe OrMucaHhe BCeX TUIIOB
00BEKTOB CITPABOYHMKA, TIPUMEHsIeMbIX B MpaBuiax dunsrparyu MD CCIIT-4A1.

8.7) NepeBo MIB-nepemennbix SNMP-unrtepgeiica. IlogpobHoe omucanue rpynm ¥ 00BEKTOB
JepeBa MIB-mepeMeHHBIX, UCMO/Ib3yeMBIX [/ HACTPOMKH, YIpaB/leHUsI U MOHUTOpuUHra MO
CCIIT-4A1 mno nporokosy SNMP, ¢ yka3aHueM Ha3HaueHMs, TWIMa [JAHHBIX, TIpaB JOCTymna W
YCTaHOB/IEHHbIX OrPaHUYeHHUHN.

8.8) YrTuimTa ayreHTH(UKAIUM CeTeBOro IMOJIb30BaTe/Isi. PYKOBOJCTBO IO MCIO/Ib30BAHUIO
YTHUINTBl ayTeHTU(PUKALMM CETeBOTO TI0/Ib30BaTe s, HeoOXoAuMow /st paboThl TI0/Ib30BaTesei
yepe3 MD CCIIT-4A1 npu BKIrOUeHHOW (PYHKLIMM ayTeHTU(HKALIUUA CeTeBbIX T10/Ib30BaTe/e.

8.9) IIporokon ympaBnaenusa FNPCP. Onucanue nporokona FNPCP, npeaHasHaueHHOTO [ist
yAenenHoro ympasineHuss M3 CCIIT-4A1l: Ha3HaueHWe, (opMaTbl 3alpoOCOB U OTBETOB
MPOTOKOJIa;

8.10) ITepeuens auarHocTuuyeckux coodmenuii ITI0 COBa-4. [lo/nHBIM CIHCOK W OINMHCaHHUE

AUAarHoCTH4YeCKHUX COO6H.[€HHI>1 N CTATyCOB BLIINOJHEHWA  TIpOLieAYPhI OOHOB/IEHUSI C
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WCII0/Th30BaHMeM CpeJicTBa 0OHOB/eHHs 1 BoccTaHoBeHuss COBa-4.

IIpunsTbIe 0003HAueHHsA. B /aHHOM [OKyMeHTe [eHCTBYIOT CJ/ieAyIOIIMe COIJIallleHHsl O

IpU(PTOBOM O0(hOpPMIIEHUU:

® Kypcug — TIPUMEHSIeTCs AJIsl Bbljje/ieHUss B OCHOBHOM TEeKCTe HOBBIX TEPMHHOB WJIM Ba)KHOW [I/Is
TIOHMMaHUs1 U3/1araeMoro Matepuasa uHpopmaluy;

® MOHOWWPWHHLIA WPUGT — TIPUMEHsIeTCsl /ISl BbiJe/ieHUsi B OCHOBHOM TeKCTe MMeH TepeMeHHbIX,
KOMaH/| Wi (aiisios;

® MOHOWMPWHHbIA wpudT — 0OO3HauaeT B IMpUMepax U B OCHOBHOM TeKCTe [aHHble, BBOJAWMBIE

I10/1Ib30BaTe/ieM.

Oco60 BeIgensieMble (hparMeHThI TEKCTa:

@ CoBeTbl, NOACKAa3kW 1 Apyras nonesHas LoNoMHUTENbHAS MHopMaLmMs

ij MpeaynpexaeHns 1 NPeaoCTEPEXEHUS
@ CTporve orpaHUYeHuUst 1 3anpeTsbl

HacTosiiiuii I0KyMeHT COOTBETCTBYeT BepCHM TIporpaMMHoro obecrieuenus (panee — I10)

]
r§ M3 CCIIT-4A1 1.2.0.
S
S Nudopmanuss o pokymenTe. OOijasi BbIXOAHasi WHGPOPMAaLUsi O [JAHHOM [IOKYMeHTe
nipe/icTaBsieHa B Tabmmie 1, cTp. 5.
§n Ta6nuua 1: CBeAgeHUA O OKYMEHTe
ru: HanmeHoBaHWe JOoKyMeHTa: MexceTteBoii akpaH CCIMT-4A1. PykoBoACTBO MO 3KCnayaraumm
9 Homep gokymeHTa: ®PI1C.466259.002 P2
X Bepcus pokymeHTa: 1.2.0 (nocnepHee o6HOBMEHUE 27.07.2022)
s Bcero nucros: 583
i Bepcua MO M3 CCIMT-4A1: 120
< OpraHusaunsa-npon3sBoauTenb: © OO0 "HINO "®PAKTEN", 2022
§ KOpuaunueckuii agpec n agpec ¥Yn. KypuatoBa, A. 10, CaHkT-lNeTepbypr, 194223, Poccuiickas
Q npoun3BoACTBa: depepauns
TenedpoH/dakc: +7 812 406-83-92
5 DNEeKTPOHHas noyta: info@fractel.ru
r§ WWW: http://www.fractel.ru
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1 OCHOBHbIe TeXHNYeCcKmne oCo0eHHOCTU U
doyHKUMOHa/IbHbIE BO3MOXHOCTU

1.1 HazHayeHue 1 061acTb NPMMEHEHNS

MexceteBout 3kpaH CCIIT-4A1 (ganee — MO CCIIT-4A1) BbIlOIHEH B BUZE JIOKaIbHOTO
(OZHOKOMITOHEHTHOT0)  yCTPOMCTBA, peanu3yIollero KOHTPOAb 3a HH(poOpMaLued, KoTopas
LMPKY/IUDYeT ~ MeXAy  OTAeNbHbIMM  TofAcucTeMaMu  00paboTku  uvHGOpPMalMd  BHYTPH
aBTOMaTU3WpoBaHHOU cucteMbl (mamee — AC) w/wmu mexay AC. M3 CCIIT-4A1 obecrieurBaeT
3anmry uHpopmauud B AC mnocpeActBoM (uabTpauyy HMH(GOpPMALMM, T. €. ee aHaaus3a 1o
COBOKYITHOCTH KPUTepUeB U TPUHATHUS pelleHusi 00 ee pacnpoctpaHenuu B/u3 AC. MD CCIIT-4A1
ucronb3yercs s 3aiutbl AC, B KOTOphIXx 0OpabarbiBaeTcsi MHPOPMaLMs OJUHAKOBOTO IpeZiesbHO

JI0TMyCTUMOTO YPOBHS KOH(PH/IeHIUa/IbHOCTH UM CEKPETHOCTH.

M3 CCIIT-4A1 npuMmeHsieTcsl sl pasfie/ieHus] CerMeHTOB MH(OPMALMOHHOW CeTH BHYTPU
i Mmexay I'MC 1 kmacca 3ammumenHoctd, ACY 1 knacca 3amuuieHHoctd, UCIIn 1 ypoBHA
3aIIMIIEHHOCTH, NH(POPMAIMOHHBIX cucTeMax olmero mons3oBanus 11 kinacca, ¢ menpio obecreueHust

3al[UThl THGOPMAIUKM OT HeCaHKI[MOHUPOBAHHOTO focTyTa (fanee — HC/I) mocpencTBOM:

* (unbTpanyu cereBbIX NMakeToB, repesiaBaeMbix B JIBC BHyTpu AC umu mexay AC. @unbTparus

I1aKeTOB (nepe,qaqa MakeTd B 3alllMIa€MYIO JIBC umu u3 Heé, U 3dlipeT riepegauv — yadJjaeHue

§ rakeTa) OCYILeCTB/sIeTCSI Ha OCHOBe aHaju3a IapaMeTpPOB 3aro/iOBKOB MakKeTa M0 COBOKYITHOCTU
S
IS KpUTEepHeB, YyCTAHAB/IMBaeMbIX TpaBWiaMu (GUIbTpALMM i1 pa3HbIX YPOBHeW Mojenu
S
= o .

B3auUMO/IeCTBUSI OTKPBITHIX cucteM (OSI — Open System Interconnection);

* ynpaB/ieHMsi BUPTYa/IbHbIMM TPAaHCHOPTHBIMHM COEAUHEHUSIMH MEX[JY OT[elbHbIMU Yy3/71aMU
§n JIBC BHyTpu wm wmexzay AC. YnpasneHve BUPTYyalbHbBIMU TPaHCIOPTHBIMU COeJWHEHUSMU
S
= (pa3pellieHve WM 3ampeT COeJWHEHUs]) OCYIIeCTB/sSIeTCS Ha OCHOBe pe3yabTaToB aHasiu3a
Q
T ~ o
X rapaMeTpoB COeZIMHEHWUH W/W/H 3allpOCOB Ha YCTaHOB/IEHHE COeJUHEeHWUH;
< * KOHTPO/IA [AHHBIX, TepeJjaBaeMbIX Ha MNPUKIaZHOM ypoBHe mogenu OSI. KoHTposnb [JaHHBIX
§ (aHanmM3 aHHBIX U WX Tepejiaya WM 3arpeT Tepefauu) OCYLIeCTB/sSeTCs M0 3aaHHbIM KPUTEPUSIM,
§ B TOM YKCJIe, C yUeTOM HarpaB/ieHUs OTOKa JaHHbIX.
xQ

Peamuzaimss MO CCIIT-4A1 mnpegycMoTpeHa Ha psifie arrapartHbIX CpeACTB, B BHE
2 WCTIOJIHEHUH, OT/IMYAKOIIMXCS APYr OT JApyra KOJIMYeCTBOM U TIPOMYCKHOM CIOCOOHOCTBIO
S
S| .
3 GUIBTPYIOLMX UHTEP(ENCOoB.
S
S MD CCIIT-4A1 moxeT ucrosnb3oBarbesi B JIBC, moctpoeHHbix Ha 6ase texHonmoruu Ethernet
(IEEE802.3) c npornyckHoii criocobHocThio 10/100/1000 M6wut/c u 10 I'6uT/c.
S
']
NS
S
= /lucm
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1.2 AnnapaTtHasa nnardopma

MD CCIIT-4A1 sBAsieTcsl TIPOrpaMMHO-aIapaTHbIM KOMITJIEKCOM, peajiM30BaHHOM Ha 0Oa3e
BBIUMC/TUTE/TbHOM apXUTEKTYPbl, COBMECTUMOM C ceMelCTBOM 64-OUTHBIX mporjeccopoB (x86_64,

EMT64T) Intel® Core®.

B 3aBucumMocTu ot BapuaHTta ucrnosHenruss MO CCIIT-4A1 moxet ObITh OCHaiieH ot 5 fo 15
bunbTpyloUMMU  ceTeBbIMU  MHTepdelicamu, MOAJep)KuBaroluMu  TexHosoruto  Ethernet co

ckopocTsmu Tiepesiaur 10/100/1000 M6wut/c nnu 10 T'6ur/c.

1.3 TeXHOM0rMs CKPbITHON hunbTpaLum

OddextuBHOCT npuMeHeHuss MO CCIIT-4A1 jocTuraeTcsi 3a CueT HCIIO/Ib30BaHUS
mexHos02uU CKpbimHol ¢uibmpayuu (pexxum “stealth”) — IHHOBALIMOHHOTO peLleHus], 3alUILeHHOTo
[Tarentom P® Neo 2214623, 103BOJISAIOLIEIO CKpbIBaTh [Ji1 CPEACTB YJaJeHHOrO0 CeTeBOro
MOHUTOpPUHra MecTo  pacnosiokenusi M3  CCIIT-4Al1, UTO TOBbIIAeT  HAJlE)KHOCTh
(GYHKLMOHUPOBaHUSI ¥ TI03BOJIsieT 3(Q¢eKTUBHO HapalluBaTh IPOM3BOAUTENHLHOCTb CHUCTEMBI

nH(OpMaLIMOHHOM 6e30MacHOCTH.

OcHoBHasi 0COOEHHOCTB TIPUMEHEHHsI Pe’KUMa NOAHO20 CKpbIMHO20 KoHmpoas mpacpuka (full
stealth inspection) COCTOMT B TOM, YTO (UIBTPYIOLIUM HHTepdeiicaM MeXCeTeBOro SKpaHa He
HasHauatoTcst Jsormueckue (IP) agpeca, a B mpoijecce 06pabOTKM TaKeTOB He MCIONb3YHOTCS

dusnueckre (MAC) agpeca 3TuxX uHTepdeicoB.
B pesynbrare, B 3TOM pexxume MO CCIIT-4A1:

® He W3MEHSIeT apaMeTphl MPOXOAAIMX Uepe3 Hero MakeToB W He TpeOyeT IpU CBOell yCTaHOBKE
Criel[MaaTbHOM HACTPOWKM [IPYTHUX CeTeBbIX YCTPOMCTB;

® He IMO/[BEP)KeH BO3/IeHCTBUIO KOMITBIOTEPHBIX aTak;

® MOXKET MCIOIb30BaThCS /IS peasu3ariuy MoIUTHKY 0e301MacHOCTH Ha OCHOBe KOMOMHAL[M TTPABUJT

Q)HJIBTpaL[I/II/I M KOHTPOJIA CETEBLIX COEAHH@HHﬁ.

1.4 ®yHKUMOHaNbHbIe XxapakTepuctnkn M3 CCI1T-4A1

MO CCIIT-4A1 obecrieuriBaeT peanu3aliyio JBYX OCHOBHBIX PeXXUMOB (DM/IBTPAL[UM CETeBbIX

I1aKeTOB:

1) pexxum nakeTHou puIbTpALH;

2) peXxuM ynpasJ/ieHUsl CeCCUSIMU.
MD CCIIT-4A1 peanusyeT ciefytolye GyHKIMOHATbHbIE BO3MO)KHOCTH:

® TpaHCJIALYSA CeTeBbIX afipecoB (pyHkuus NAT);

/lucm

QPIIC 466259002 PF

6

Konupoban Popmam Ak

Wam| lucm| ~ N° dokym. [lodn | fama



® ayTeHTU(UKALMs CeTeBbIX M0Ib30BaTeNel;

* mpuopuTeTHas 006paboTKa TpaduKa;

e HTTP-nocpenuuk;

® perucTpanus CoObITHH, TpahHKa U CUCTEMHBIX COOOIIeHUH;

* uaeHTU(UKALMS, ayTeHTU(hUKALMS U pa3rpaHUueHune 0CTyIa aZlMUHUCTPaTOPOB;
® ropsiuee pe3epBUPOBAHUE;

® KOHTPOJIb LIeJIOCTHOCTH MPOrpaMMHBIX KOoMIIoHeHTOB MO CCIIT-4A1;

® arperupoBaHMe MOPTOB YIIpaB/siOLLero uHTepdetica.

1.4.1 Pexxunm nakeTHon omnsTpaunm

B pexxume maketHoi cdunbrpaiyu MO CCIIT-4A1 peanusyeT mpoiieypy He3aBUCUMOIO
aHa/iM3a Ka)K0ro IMpUHATOrO0 CEeTeBOro IMakKeTa M0 COBOKYIHOCTH KPUTEPUEB U TIPUHATHE PelleHus O
paspelleHn WM 3arpeTe Tepefiaud MakeTa B 3alllMIaeMblii CErMEHT CeTH WM W3 Hero Ha OCHOBE

3a/]JaHHOM TMOJIUTUKY J0CTYyTIa.

ITakeTHast CI)I/I]IpraL[I/IH OCyLIeCTB/IAETCA Ha pPA3/IMUHBIX YPOBHAX CETEBOI'O BBaHMOAEﬁCTBHH

110 I10JIAM 3ar'0/IOBKOB CE€TEBBIX ITdAKETOB C/1e4YIOHUX TUIIOB:

Kazpbl Ethernet ciemyromuyx hopmaros:
v Ethernet II;
v IEEE 802.2/LLC;

S v IEEE-802.2/SNAP;
E v IEEE 802.3-raw;
= ¢ maketoB IPv4 u IPv6, unkancynvpoBaHHbiX B Kazpbl Ethernet ¢opmaros Ethernet II unu IEEE-
802.2/SNAP;
§ ¢ mnaketoB ICMPv4 u ICMPv6, unkancynvpoBaHHbiX B Kajpbl Ethernet ¢opmaros Ethernet II nam
% IEEE-802.2/SNAP;
§ ¢ nenrarpamm UDP, nHkarncynmvpoBaHHbIX B nakeTsl IPv4 unn IPv6;
s ¢ cermeHTOB TCP, MHKANCy/IMpOBaHHLIX B MakeTsl IPv4 vmu IPv6.
§ B mnpaBwnax ¢uabTpalM TpefyCMOTPeHbl Cilefytole feHCcTBUsI Haf, 00paboTaHHBIM
E NaKeTOM:
1) yananure mnaket (melictBue “drop”) — makeT He OyfeT repeJjaH HM HAa OAWH U3 (UIBTPYIOIIUX
r§ unrepderico MO CCITT-4A1;
> 2) ynaauTh C yBefoMJieHHeM (ZelicTBre “deny”) — yzajeHHe MakeTa C OTIPABKOW K/IMEHTY IakeTa-
E yBegomsienusi (TCP-cermenTta ¢ ¢dmarom RST mnsi mportokona TCP, ICMP-cooOujeHusi — s
OCTa/IbHBIX MTPOTOKOJIOB);
= /ucm
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3) nponycTUTh MaKet (AelicTBue “accept”) — maker OyzeT mepefaH Ha (GUIBTPYIOIIe UHTEPENChI
MO CCIIT-4A1 B COOTBETCTBUM C MACKOW BBIXOAHBIX MHTep(elicoB, orpesesseMoil MpaBUIaMU
¢bubTpaLK, KOTopble ObI/IY IPUMeHeHbI K JAHHOMY T1aKeTy;

4) mepeiTH K mpaBuiy (felicTBue “goto”) — maket OyzeT mepesiaH Ha 00pabOTKy 0011ieMy MpaBUy C
yKa3aHHBIM HOMepoM (HOMep TpaBH/a, KOTOPOMY I1epefaeTcs TIaKeT, A0/DKeH ObITb Oosblile, uem

HOMep JJaHHOTO MpaBwWIa C JieHCTBUEeM “goto”).

MpaBuna dunetpaumm xpaHatca B M3 CCMT-4A1 B Buge Tabnuy, U OAHO3HAYHO
naeHTUULMpPYIOTCA CBOUM HOMEPOM.

Mpv dunibTpaumMm Kaxpgoro naketa npaswia unsTpauuy npocMaTtpusBatoTcsl B nopsigke

BO3pacTaHUA UX HOMEPOB [0 BbIMOSIHEHNS O4HOIO M3 C/IeAyHLMUX YCNOBIA:

* HaligeHo npaBwIo hWbTpauMmK, napameTpbl KOTOPOro COOTBETCTBYHOT 3aro/IoBKy naketa. B
3TOM C/ly4yae NMPOCMOTP NpaBu NpekpawaeTcs U ykasaHHOEe NpaBu/o NMPUMEHSIETCA K AaHHOMY
nakety (gencTeme npasuaa AO/HKHO ObiTb OTIMYHBLIM OT “goto”);

e [OCTUTHYT KOHel, Tabnuubl npaBun unbTpauun. B 3TOM cniyyae K gaHHOMY Nakety
NPUMEHSIETCS rnoGasibHOoe NpaBuao hunbTpauun.

KaHanbHBIN YPOBEHb. Ha kaHa/mbHOM YPOBHE CeTeBOro B3aHMOAEﬁCTBHH obecnieurBaeTcst

(bI/IJ'II:TpaL[I/IH Mo CyieAyroyM IMOJIAM 3ar0/JIOBKOB ITaKETOB:

e s kKaapoB Ethernet dopmaror Ethernet I, IEEE 802.3-LL.C, IEEE 802.3-SNAP, IEEE 802.3-
raw:
v MAC-agpeca oTripaBUTesIs1/TIONyvaTesis;
v KOJ] IPOTOKOJIa, MHKArcy/iMpoBaHHoro B Kazip Ethernet (kpome IEEE 802.3-raw);
e s ctadgapra IEEE 802.1p/Q (VLAN):
v ugentrdukarop VLAN.

CeteBoii ypoBeHb. Ha ceTeBOM ypoBHe B3aMMO/I€HCTBHSI obecrieurBaeTcsi GUIbTpaLys 10

C/IeAYIOILHM I10/IAM 3ar'0/IOBKOB ITdKETOB:

® 14 nporokosa IPv4:
v [P-agpeca otrnpaBuTensi/nonayyareris;
v none ¢naros TOS;
v JivHa IP-naketa;
v (pparmeHTalls TakeTa (paspeweHa/3anpeujeHa, UcCnonblyemcsi/He UCNOAb3yemcs [Js1 TaHHOTO
rakera);
v Bpemsi xu3Hu naketa (TTL — Time To Live);
v KOJ] TIPOTOKOJIa BEPXHETO YPOBHSI;
v MaHJlaTHasi MeTKa (3HaueHWs YPOBHS M KaTeropuv/Hy/jeBasi MaHJaTHas MeTKa/OTCyTCTBUe
MaH/]JaTHOU METKH);
* s npotokosia IPv6:

v IP-agpeca otnipaBuTeisA/monyyvareris;
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v noJe “Traffic Class”;
v nosie “Hop Limit” (ananor TTL B IPv4);
v (parmeHTalys TakeTa (paspeweHa/3anpeuwjeHd, Ucnonb3yemcsi/He UCnoAb3yemcs [/sl JaHHOTO
TakeTa);
v Ha/IMuKe/0TCyTCTBYE [OMOHUTE/IBHBIX 3ar0/I0BKOB [PV6;
v KO/J] TIPOTOKOJIa BepXHETo YPOBHS;
e s riporokona ICMP (ICMPv4 u ICMPv6):
v tun ICMP-coobiieHus;
v kog ICMP-coobririeHust.

TpancnopTHbeii  ypoBeHb. OObecrieuriBaeTcsi (GUIbTpALUs — CIeAYHOIUX T[POTOKOJIOB

TPAHCIIOPTHOI'O YPOBHSA, UCIIO/Ib3YIOLIUX HA CeTeBOM YpoBHe npoTokon IPv4 unu IPv6:

® 1 nporokosa TCP:

v/ HOMep IOpTa UCTOYHMKA,

v HOMep II0pTa Ha3HaueHus;

v (nary ynpasJieHUs IOTOKOM ((puibmpayusi no UHUYUamopy coeouHeHusl);
¢ s nporokosna UDP:

v/ HOMep IOpTa UCTOYHMKA,

v HOMep TIopTa Ha3HaYeHUsl.

1.4.2 Pexum ynpaBneHus ceccusimm

g
S
< B pexume ynpasnenusi ceccusmu M3 CCIIT-4A1 peanu3yeT mpoLieAypbl BbIIBIEHUS B
S o
= o61iemM ceTeBoM Tpaduike BUPTYabHBIX COeAVMHEHUHN MeXX/y IMapaMu aipecaToB (K/AueHm — UHULUATOP
COeIMHeHUs], cepeep — BTOPOM yYaCTHUK BUPTYa/JbHOTO COEJUHEHUs])) U KOHTPOJs KOPPEKTHOCTH
S Toc/Ie/loBaTe/IbHOCTel MaKeTOB B TIpeZiesiaX JaHHOTO BUPTYalbHOTO COeZMHeHus1 (KOHMpo/b ceccutl).
S)
>
g B pexXunme ynpassieHnAa cecCusamMm no npasuiam cbmanpau,vm NpoBEPAETCA TOJIbKO nepBbII7l
S nakeT KaXAOro BUPTYasIbHOTO COeAMHEHUs. Ecnvn OH He OTGpacbIBAaeTCs, TO CO3AAETCA
BuUpTyasZibHad CeCCuda 1 nocnegyrwuimne naketbl NpoBepAaArTCA Ha NPUHaAJIEXXHOCTb 3TON ceccumn u
% Ha COOTBETCTBME TEKYLLEMY COCTOAHNIO ceccuun.
2
X KoHTposb ceccuii noajepKMBaeTcs AJ1s1 CIeAYIOLMX MPOTOKOJIOB:
S
« ¢ s nporokosioB ICMPv4, ICMPV6 (1151 pexkuma yTunuthel ping “echo-3anpoc/echo-omeem”):
v KOHTPOJIb HEM3MEHHOCTH TapamMeTpoB (azipeca, ujeHTruuKatop B 3arosioBke ICMP) knveHTa u
] o
S cepBepa M MoJiyyaress Ha IPOTSDKeHUH BCel Cceccuy;
N
3
]
=
N
']
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S
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COOOGLLIEHWNIA;
e 1A ICMPv4:
v Tun: 8, kog: 0 (echo-3anpoc);
v tun: 0, koa: 0 (echo-oTBeT);
e anda ICMPV6:
v Tun: 128, koa: 0 (echo-3anpoc);
v Tun: 129, koa;: 0 (echo-otBeT);
v Tun: 135, kog: 0 (neighbor solicitation);
v Tun: 136, koa: 0 (neighbor advertisement);
v Tun: 137, koga: O (redirect message).

@ MexaH13M KOHTPO/S Ceccuii NoAAepXUBaeT creaytliye Kom6uHauuu Tunos v kogos ICMP-

e s nporokona UDP:

v KOHTPO/Ib HEeHW3MEHHOCTH TapameTpoB (ajpeca, MOPThbI, WHTepdeiicbl) KIMeHTa W cepBepa Ha
TIPOTSDKEHWH BCeU CeCccuu;

s ipotokosia TCP:

v KOHTPOJIb HEeM3MEHHOCTH IapamMeTpoB (afpeca, MOPThbI, MUHTep(eiChl) KIWeHTa W cepBepa Ha
TIPOTSDKEHUH BCel Ceccuu;

v KOHTPOJIb KOPPEeKTHOCTU IIepexofi0B MeXAYy COCTOSIHUAMHU BuUpTyasibHOro TCP-coegvHeHUs B
COOTBETCTBUM C (h/laraMu yIipaB/ieHHsI;

v KOHTDPOJIb KOPPEKTHOCTH HOMEPOB I0C/Ie/|0BaTeIbHOCTel;

TRACEROUTE (tpaccupoBka MapiipyToB Ha 6a3e riporokosioB ICMP, UDP umu TCP):

v KOHTPOJIb HEM3MEeHHOCTU MapamMeTpoB (aapeca, uaeHTudrKaTtop B 3arosioBke ICMP) kiueHTa u
cepBepa Ha MPOTS>KeHUU Bcelt ceccuu (ayist mpotokosia ICMP);

v KOHTPOJIb HEeHM3MEHHOCTH TapamMeTpoB (afpeca, MOPThbI, WUHTep(eiCchl) KIMeHTa W cepBepa Ha
TPOTsDKeHWH Bcel ceccuu (s ripotokosioB UDP unu TCP);

GRE (TyHHe/mMpoBaHue CeTeBbIX [1aKeTOB):

v KOHTDOJIb HEU3MEeHHOCTH TlapaMeTpoB (afpeca, UHTepdeichl) KJMeHTa U cepBepa Ha MPOTS>KeHUH
BCel ceccuy;

[UI OCTA/IbHBIX MPOTOKOJIOB, paboTarolux MoBepx MpPOTOKoyioB IPv4 wmu IPv6, peanmusyercs

KOHTPOJIb Hen3MeHHOCTH IP-azipecoB 1 GuibTpyrOLMX MHTEP(eliCoB K/IMeHTa 1 cepBepa.

B 3aBucumocTtu ot 3dJdHHBIX HACTPOEK peXKWMd YIIpaB/I€HUA CeCCUsMH [Jid BCeX THUIIOB

CecCuil MOXKET BBITIONHATHCSI KOHTPO/Ib HensMeHHOCTU MAC-adpeca K/IWeHTa U cepBepa, a TaKKe

Homepa VLAN.

B pexxume ynpasnenus ceccusmu MO CCIIT-4A1 peanusyet nporefypy KOHTPOJIS [JAHHBIX,

repe/jaBaeMbIX Ha MPUK/IaJHOM ypoBHe cTeka npoTokojoB TCP/IP, c yueTom kpurepueB (uabTpaLuin

Ha OCHOBe 3HaueHWH MoJjiel 3arojI0BKOB CIeyHOIINX NPUK/IaJHbIX TPOTOKOJIOB:

* g nporokosia HT'TP:

v QuibTpauys no ajgpecam U pparmentam URL;

v GbuabTpalys o iMeHaM U (pparMeHTaM UMeH Tiepe/iaBaeMbIX (haii/ioB,;
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v QuibTpalys 0 JJaHHbIM 3arojioBKa npotokona HTTP;
e s nporokosia FTP:
v ¢bunabTpauys no komaHaam rnpotokona FTP — GET, PUT,;
v QuibTpauys Mo UeHTU(PUKATOPy U MapoJIto M0Ib30BaTe/s;
v (QuabTpaLys 0 UMeHaM U (pparMeHTaM UMeH TepefiaBaeMbIxX (paiisos;
v GuIbTpalys 10 JaHHBIM 3arojioBka nporokomna FTP;
* s npotokosia SMTP:
v QuIbTpaLys M0 MOYTOBBIM aZipecaM OTTIpaBUTeIsl/TIoMyYarers;
v GuibTpaLys 0 JaHHBIM 3arojioBKa npotokona SMTP;
® i IpOTOKO/Ia cTykK0b1 DNS:
v (QuIbTpaLys Mo 3arnpanBaeMbIM JOMEHHbBIM UMeHaM;
e 1715 ipotokosioB niepefaun SQL-3anpocos (SQL*Net, MS-SQL, PostgreSQL, MySQL):

v (uasrpauus no SQL-3anpocam UM Ux (pparmMeHTaMm.

B pexxume yripaBienusi ceccusimu M3 CCIIT-4A1 [OMOMHUTENBHO peanu3yeT C/ieyroLue

(yHKL[MOHATbHbIE BO3SMOXXHOCTHU:

* BhIsiB/IeHHe U Oy0KMpoBaHue psiia DoS-arak, Takux Kak:
v yzaneHHas ceteBasi aTaka turia ICMP-flood;
v yzaneHHas ceteBasi ataka turia UDP-flood;
v araka C ToMoIIbio repernoaHenns SY N-raketamu B pamkax npotokosa TCP (SYN-flood);

* (yHKUYS TPAHCAALMH ceTeBbIX ajijpecoB (NAT — Network Address Translation).

g
S
=
r§ 1.4.3 CDyHKLI,I/IFl TpaHCAUNN CETEBBLIX aApeCcoB

@OyHKIMS TpaHCSIIMU ceTeBbiX azipecoB NAT B M3 CCIIT-4A1 obGecrieunBaetr ciieAyroIime
S BO3MO)KHOCTH:
S
= ® peanu3alysg 00OpaTUMOro TpeoOpa3oBaHMsl (TPAHC/IALMKA) CETEBLIX aJPECOB C I[eJIbI0 COKPBITHS
<
S a/IpecoB U TOTIOJIOTHH 3al[UIIIa€MbIX CETMEHTOB CETH;
SN ® peaju3alMs Tepeajpecallid BHEIIHHUX CeTeBbIX 3alpOCOB K CEepBHCAM, pacCrONOKeHHbIM B
§ CerMeHTax BHyTPEHHEH CeTH;
E ® ayTeHTHU(UKALMSA CeTEBBIX M0/Ib30BATeIeH;

¢ noagepkka auHamuueckoro ARP (ARP — Address Resolution Protocol);
S ® TIO/IIepP)KKA CTaTHUeCKHUX MapIIPYyTOB Jijisl CETEBOT0 MpOoToKo/a [Pv4.
S
3
=
UN]
S
N
E
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Pa6ota NAT BO3MOXHa TO/IbKO NMPU BK/TKOYEHHOM PEXMME YrnpaB/ieHUsi CECCUSAMMU.

CyLecTByIOT cneaytouime orpaHuyeHms Ha paboty NAT B M3 CCIMT-4AL:

® Ha ceteBoM ypoBHe mogenv OSI NAT nogaepxmBaeT ToNbKO NpoTokonsl IPv4, ARP 1 ICMP;

® Ha BHELLHWe NHTepgieiickl BO3MOXHa nepegaya tonbko TCP, UDP n ICMP naketoB ¢ TUNoM 8;
e 3anpeleHa nepegaya parMeHTUPOBaHHbIX NaKeToB NPU UCMNO/b30BaHUN hyHKUMK NAT.

Inst mopgep>kkut NAT B MD CCIIT-4A1 uCToib3yrOTCs TIOHATHE 8UPMYA/bHO20 KOHMeliHepa
NAT, mpenctaB/siroIero cobol COBOKYITHOCTh HAacTpoeK W mapamerpoB NAT, mpuMeHsieMbIX K
BbIJie/ieHHOMY Habopy ¢unbTpytoiux uHTepdetico MDO. KonrtefinHep NAT MoxeT copepaTh

CJIeIyIOIIMe TTapaMeTph:

® UMs KOHTeWHepa;

® CnMCOK BHellIHUX uHTepdeiicoB NAT c Ha3HaueHHbIMU Ha HUX [P-afjpecamuy;

® (CNMCOK BHYTpeHHUX MHTepdeiicoB NAT c HazHaueHHBIMM Ha HUX [P-azspecamy;
* TabsuLla CTaTUYeCKUX MapIIpyTOB;

® [IpaBWIa TPAHC/IALUHY;

¢ T[IpaBuJ/IaA Iepeajpecanyu.

[P-ampeca BHYTpeHHMX W BHeLIHUX HWHTepeiicoB (u3MuecKkd He TpUBs3aHbl K
¢buneTpyroUMM HMHTepdeiicaM, a SB/SIOTCS BUPTYa/JbHBIMUA M WCTIONB3YIOTCS [y peanusaiuu NAT

TO/IBKO Ha ypoBHe [10 M3 CCIIT-4A1.

[TpaBu/Ia TPAHC/IALMU TIPEJOCTAB/ISIOT BO3MOKHOCTb BbIOOpa CErMEHTOB 3all[UIIIEHHON CETH,
KOTODBIM pa3pellleH0 obpalljeHre BO BHEILHIO CeTb, a TakXe Ha3HaueHusi [P-azspeca ormpaBuresis

IUTs1 TIOIOOHBIX 0OpaltieHn .

[TpaBusia mepeazipecaljiy MpeOCTaB/ISIOT BO3MOKHOCTD JIOCTyTa K MyOIMUYHBIM pecypcam,

PacCII0/I0’KEHHBIM B 3allJUII[eHHOM CerMeHTe CeTH.

B cnyvae gocraTouHoro KonuuecTsa (pUABTPYIOIIMX UHTeP(elCoB CyllieCTBYeT BO3MOXXHOCTb
CO3/1aHUsT HECKOJIbKUX KOHTeliHepoB NAT, rno3BO/SIOL[MX peanv30BaTh He3aBUCHUMble NOAUTUKA NAT
B paMkax ogHoro ycrpoiictBa MO CCIIT-4A1. Takxke CyljecTByeT BO3MOXXHOCTb HAaCTPOMKHU
koHTeliHepa NAT a/1g yacTy (QUABTPYIOLIMX MHTepP(ercoB, B TO BPeMs, KakK [/Isl OCTaBILEWCSl YacCTH

uHTepdeiicoB dyHkyss NAT OyzeT oTK/TIOUeHa.

1.4.4 MNMpuoputetHada obpaboTka Tpadmka

Hacrtpoiika mnpuopuTHu3aly Tpaduvka MO3BO/sSeT MO HEKOTOPhIM IapaMeTpaM BbIJeNsATh
TIpUOPUTETHBIA Tpaduk W obecrieunBaTh ero Tiepefady C 0Oojiee BBICOKOW CKOPOCTBIO, WM OKe,

HAaIllpOTHB, 3aMelJIATh Iepeaaduy Tpa(bI/IKa, CKOPOCTBb KOTOPOT'O HEKDUTHUYHA.

[MpuopureTHasi 0O6paboTKa peany30BaHa TMOCPEJCTBOM aJTOPUTMa B3BEIIEHHBIX Ouepefied,

YTO TIOZIpa3yMeBaeT MpejoCTaB/eHre Omnpesie/IeHHOT0 MUHUMYMa TPOMYCKHOM CIIOCOOHOCTH [Jisi BCeX
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K/1aCCOB Tpa(uKa, BK/IHOUasi TpaUK C HU3KKMM MpUOpUTeTOM. BecoBble KOSQQULIMEHTHI [/151 KaXKI0T0

13 IPUOPUTeTOB (PUKCUPOBAHBI, X 3HaUeHUs MpUBe/ieHbI B paszene 3.2.4, ctp. 108.

BkitoueHne TipUopuTeTHOM 00paboOTKM Tpadyka UMeeT CMBICA B C/ydae, ecCid
npejiosiaraeTcsl BbICOKass Harpyska Ha MO CCIIT-4A1. B wiyvyae HM3KOM HarpyskW, BBICOKA
BEepPOSITHOCTh HepaBHOMEPHOMW 3arpy3ku sifiep mpoueccopa ycrpoiictBa M3 CCIIT-4A1, uTo CHU3UT

3¢ deKT OT UCTIONB30BaHMS IPUOPUTETHON 00paboTKU TpaduKa.

HacTpoiika npuopuTeTHOV 06PaGOTKM Tpadka BO3MOXHA TOMbKO NPU BKAIOUYEHHOM peXxume
ynpaB/ieHUs1 CECCUAMMU.

CyLLeCTBYIOT c/efytoLme orpaHMYeHns Ha NpUopmuTETHYIO 06paboTky Tpadmka B M3 CCIMT-4A1:
* npuopuTeTHas 06paboTka BO3MOXHA TObKO 4715 nakeToB IPv4 n IPV6;
* puopuTETHaA 06paboTKa He NpPUMEHVMa K oparMeHTUPOBaHHOMY TpaduKy.

[Togaep>kuBaeTcsi BOSMO)KHOCTb Ha3HaueHUsl CAelyHLIMX TpeX 3HaueHWil NpUOopUTeTa [jist

obpabatsiBaemoro Tpaduka:

® BBLICOKHUI MPUOPUTET;
* (0a30BbLIM ITPHUOPUTET;

® HU3KUM [IPUOPUTET.

[To ymomuanuto [yt Bcero Tpadyka HMCIOb3yeTcss 0a30BbI NPUOPUTET. 3aJaTh Apyroe
3HaueHUe TIPUOPUTEeTA A/ YacTH TpapuKa MOXKHO MyTeM [00aBjieHHs] TPaBWI B CITUCOK IPABUI

ripuopuTr3aluu. [IpaBuia NpuopyUTHU3aliii MOTYT COiepKaTh Ce/lytoliye TlapaMeTpbl:

® BXOAHOU UHTepdetic;

]
S
S ¢ [P-aspec UCTOYHUKA;
S
S ¢ [P-agpec npueMHUKa;

® T[IOpPT UCTOUHHKA;

, ® [IOpPT NPHUEMHUKA;

S
§‘ ® HOMep IPOTOKOJIa, MHKAIICY/IMPOBAaHHOIO B IP;
>
§‘ ® 3HaueHWe MPUOPUTETA;

® HOMep MpaBu/ia NPUOPUTH3ALIWH.
QE ~
§ Tak Kak 0a30BbIN MPUOPUTET Ha3HAUaeTCs /i BCero Tpaduka Mo yMOTUaHWIO, B MpaBHJIaxX
§ TIPUOPUTETHOW 00pabOTKM BO3MOXKHO 3a/laBaTh TOMBKO 6bICOKULL W HU3KULl npuopumem [Ijisi
xQ

BbIOpaHHOTO TpaduKa.
S
S 1.4.5 HTTP-nocpegHuK
3
§ HTTP-nocpennnk MD CCIIT-4A1 mpezcrapisieT cobOoi TMPOKCU-CEPBED it TTPOTOKOJIOB
=

HTTP u HTTPs.
N
']
NS
= /lucm
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HTTP-nocpefHYK MO3BO/seT MO/Ib30BaTe/IAM KOPIIOPAaTMBHOM CETU BBINOJIHATL KOCBEHHbIE
3anpockl K Web-cepBepam, TeM caMbiM oOecrieuriBasi aHOHUMHOCTh Tio/ib3oBaresieil. CHauana Web-
Opay3ep Tmonb3oBatens Tmofkaodaercs K HTTP-mocpegHuky wu  3aripaiivBaeT Web-cTpaHMITY,
pacrosio)keHHyr0 Ha Web-cepBepe B KOpPHOpaTWBHOM ceTu wid B cetd WHTepHetT. 3arem HTTP-
TOCPe/IHUK TOJK/TIOUaeTcs K ykKa3aHHOMY Web-cepBepy (OTKpbIBaeT HOBOe COeJMHeHHe, B KOTOPOM
BBICTYTIaeT K/JIMeHTOM), TIofydaeT oT Hero Web-cTpaHully 1 Bo3BpaijaeT ee Web-6pay3epy B pamkax

coelMHeHNs, OTKPBITOT'O ITOJ/Ib30BATe/IeM KOPHOpaTHBHOﬁ CeTu.

Kondwuryparus o ymomuanuto HTTP-niocpesHyka obecrieuriBaeT AOCTYIT KJIMEHTa KO BCEM
Web-caiiTam, JOCTYIIHBIM TPH TPSIMOM TIOJK/IFOU€HHWH KIMeHTa K HUM, U He MOAU(HULIMPYeT OTBeThI

Web-cepBepoB.
OcHoBHbIe Bo3MoxkHOCTA HTTP-niocpegnrika MO CCIIT-4A1:

® (OJIOKMPOBKA ZIOCTYTIa KITMEHTOB K OTpe/ie/ieHHbIM Web-CTpaHuIaM 1o ZIOMeHHBIM UMeHaM;
® ynaneHue cleHapueB JavaScript, VBScript ass onpeneneHHbIX Web-cTpaHul] € 3aJaHHBIMHU
JIOMEHHBbIM MeHaMU;

® orpaHuyeHue jfocryna kaueHTtoB K HTTP-nocpesHuKy Ha ocHoBe cricka goctymna (ACL).

HTTP-nocpenunk M3 CCIIT-4A1 MOXeT HCIO/Ib30BaThCsl KAK C BBIKIFOUEHHOW, TakK U C

BKJItOUeHHOM QyHKIMeid NAT.

1.4.6 Pernctpauyms

B MD CCIIT-4A1 peanu3oBaHa MojcUCTeMa perucTpalyd, obecreunBaroljasi XxpaHeHHe

perucTpauyvoHHON MHGOpMAaLK CJIeIYIOLIX KaTeropuii:
® CoOBITHS;
* Tpaduk;

® CHUCTeMHbIe COOOIIIeHUSI.
ObecrieunBaeTCs BO3MOXKHOCTD BBITPY3KHU Ha yaaneHHbIN FTP-cepBep cieaytonumx ¢aiiios:

® KypHaja perucrpanuu coObITHH;

® KypHaJa perucTpaluu Tpaduka (rmakeTbl U CECCUM).

OOGecrieunBaeTcsl BO3MOXKHOCTb BBITPY3KM Ha yjaneHHbii SYSLOG-cepBep 3armiceid

perucTpanyu (TeKCTOBBIX COOOIIeHU) CIeAYIOIINX KaTerOpuii:

® COOBITHS;
® [IaKeThl;

® ceccud.
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Peructpanusa  co0biTuii.  CoObiTvie  oTpakaeT  (akT  W3MeHeHWs  COCTOSIHUS,
KOHQWI'ypal[MOHHBIX ~ [MapamMeTpoB b0 pexuMma  ¢yHKOUOHMpoBanusi MO  CCIIT-4Al,
NpOU30ILEIINX B pe3y/bTare [eMCTBUM aZMUHUCTPAaTOPOB WM BC/IE/CTBUE BO3HUKHOBeHMs COOeB
umi ommbok B pabore MO CCIIT-4A1. IMoacucrema peructpaiuyd M3 CCIIT-4A1 obecrieuriBaet

PerucTpanuio CyieyUX COOBITHIA:

® BXO//BBIXOZ, aIMUHUCTPATOPA;

® HeyJauHble TONBITKU BXOJa aMUHHCTPATOPa;

* 3arpyska 1 unuuuanusanus YOC MO CCIIT-4A1 u ee ocTaHOB;

® [1eMCTBUS aIMMHMCTPATOpa MO U3MEHEeHUIO U 3arpy3Ke MOIUTHK JOCTYIIa;

® /1eliCTBUS afIMUHUCTPATOPA 110 M3MeHeHUI0 KOH(PUTypal[MOHHbIX TapameTpoB MO CCIIT-4A1;

® nelCcTBUS aAMUHUCTpaTopa 1o yripasneHrto MO CCIIT-4A1 (3anyck/ocTaHOB MaKeTHOTO GUILTPA,

cOpoc (haliIoB perucTparyu u T. [.).
I[Tpu perucTpaiyu COObITHST YKa3bIBaeTCS:

® j1ara v BpeMsi perucTpupyeMoro COOBITHSI C yUeTOM UacoBOTO TI05ICa;

® KO/ Y OIHCaHHe COOBITHS;

uaeHTUPUKaTop aaMuHuctparopa M3 CCIIT-4A1, peilicTBUs KOTOPOTO TIPUBEJN K PervucTpaliid

JIAHHOTO COOBITHS;

[P-azipec yripaB/sioLLlero KOMIbIOTEPa B CIy4ae yJaleHHOro a[MUHUCTPUPOBAHUS.

Peructpupyembie B M3 CCIIT-4A1 cobbITHs MTOpa3zesisitoTCs Ha TPY KaTeropHu:

]
S o
S 1) uHdopManioHHbIe COOBITHSE — COObITWA  W3BeljamoIe 00  YCHeIIHbIX — IeHCTBUSX
=
:§ aaMuHucTparopoB MD CCIIT-4A1, fpyrux CTaHAAPTHBIX COOBITHSIX, XapaKTePHBIX AJISi TEKYIero
pe>kuMa pabotel MO CCIIT-4A1;

2) npeaynpexxeHuss — COOBbITHS, He Hapyllamljde HOPManabHOrO (yHKIMOHMpPoBaHus [10 MDD
<
S
S CCIIT-4A1, ofHaKO ABIAOLMXCA HeCTaHAPTHBIMU U/IU HEKOPPEKTHBIMY;
=
< 3) omMOKH — COOBITHS, AB/ISIOIIMECS KPUTHUeCKUMH M Hapylatoiue paboty [10 M3 CCIIT-4A1.
<

dopmar ripejcTaB/ieHUss COObITUM W WX TIOJMHBINA TlepeueHb C OIMUCAHWeM TIPUBOJUTCS B
=
< ITpunoxenuu b, cTp 426.
T
X
5
< M3 CCIT-4A1 MOXeT OAHOBPEMEHHO XpaHuTb A0 6000 3anuceli O 3aperMcTPMpPoBaHHbIX
@ COObITUSAX.

5 B M3 CCIT-4A1l npov3BOAMTCA UMKANYECKOE OOHOB/IEHME 3amnvceil 0 3aperMcTpupoBaHHbIX
S cobbITMsIX. Takum  o6pasomM, Haubonee cTapble  3anucu  NepenucbIBalOTCA  BHOBb
rg perucTpupyemMbimMu.
= o 1% o 9
E VHTepdeiicbl afMUHUCTPATOPa, TaKue Kak KOMaHZHbIN nHTepdelic u WEB-unTepdeiic, npu

BBIBOJIE COOOIIIEHUI MTPeZ0CTaB/ISIFOT BO3MOXXKHOCTb 0TOOpA 3arMceit 1Mo yCTaHOBIeHHBIM KPUTEPUsIM, a
S
']
NS
= /lucm
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TaK)Ke WX COPTHUPOBKH I10 BPEMEHH PervucTpalu COObITHS. MOTYT HCIONb30BaThCS CreAyHOIIe

KpPUTEPUH 0TOOPA PeruCTpariOHHBIX 3aIiCe:

® KaTeropus COOBITHS;

® Kof COOBITHS;

® YHTepBa/l BpeEMeHH PerucTpaLdi COOBITHS;

® T[OpsJIOK COPTHUPOBKM TP BBIBOZIE CIHCKA COOBITHUI B 3aBUCHMOCTH OT BPEMeHH perucTpariud

COOBITUA.

Perucrpanusa Ttpaduka. VHdopmaims o Tpaduke mnoApasfpenseTcs Ha ClleAyroliye

KaTeropmu:

* mnakerbl — MH(MOPMALIMSA O CETEBBIX MakeTax, oOpaboraHHeix M3 CCIIT-4A1 B COOTBETCTBHH C
JeMCTByIOlel TMOMUTUKOM JocTyna. MH(opManuss O KaXJOM 3aperMCTPUPOBAaHHOM IakeTe
TIpe/iCTaB/sieTCsl B BUJle MepapXUuecKoil CTPYKTYphbl, BK/IHOUaroIleld MH(POPMaL1io OT KaHa/IbHOTO /IO
MPUKJ/IaJHOTO YPOBHS;

* ceccuM — vH(MOPMAL[US O ceccustx, obpaboranHeix MO CCIIT-4A1.

[MopcucTema peructparyu obecrieyrBaeT perucTpaLyio Tpadrka ¢ COXpaHeHHeM CrIeyOLIX

OCHOBHBIX T1apaMeTpPOB:

® BpeMs perucTpaluy fakeTa Wi CeCCUU C TOYHOCTBIO 10 MUKPOCEKYH/IbI;

® HOMep BXOJHOTO U BbIXOAHOTO GuibTpyrolux uHTepdeiicoB MO CCIIT-4A1;

® [[erI0YKa MpaBU/ (GUILTPAIUHU, TI0 KOTOPBIM ObUT 06paboTaH makeT (npu pecucmpayuu nakema) Wiv
uzeHTU(GUKaTOp ceccuu (npu pecucmpayus ceccuu);

® JeliCcTBUe, BLITIOJIHEHHOE Ha/J| TTAKeTOM B pe3ysbTaTe ero 00paboTKy;

® TIPOTOKOJIbHBIE 3aT0JIOBKH BCEX YPOBHEeM, MPUCYTCTBYIOIIUX B MakeTe (npu pecucmpayuu nakema);

® /aHHbIE O MapaMeTpax Ceccuu (npu pecucmpayuu ceccuu).

M3 CCIT-4A1 MOXeT OAHOBPEMEHHO XpaHuTb A0 10000 3anuceid O 3aperncTpUpPOBaHHbLIX
@ naketax/ceccusx.
B M3 CCIIT-4A1 npov3BOAUTCHA LUKANYECKoe OOHOBNEHWE 3amnuMCeil O 3apermcTPUPOBAaHHbIX
naketax/ceccuax. Takum o06pasom, Hambosiee cTapble 3anucu MNepenucbIBalTCa BHOBb
pervctpupyemMbiMu.

Perucrpanus cucreMHbIX coodmenuii. MO CCIIT-4A1 uMeroT BO3MOKHOCTb pPerMCTpaljuu
coo0irieHndi, wucnonb3ys cayxk0y cucrtemHbix coobiennii (SYSLOG) YOC MD CCIIT-4Al.
3aperucTpupoBaHHbIe COOOIIEHUS TTOMEIIAalOTCs B (haityibl cCUCTeMHBIX »KypHaioB YOC, BO3MOXKHOCTb

MPOCMOTPA CO/IeP>KMMOT0 KOTOPBIX TIPeIOCTaB/IsIOT CpeiCTBa aAMUHUCTPUPOBAHUSI.
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O

KOHTpO/Ib pa3MepoB 1 ynpasneHne poTalmeii qaiifioB CUCTEMHbIX XYPHANOB ocyliecTBnseT YOC
M3 CCI1T-4A1

MakcumasibHbIi pasvep oaiiia CUCTEMHOIO XXypHasia Afs XPaHEHWS! CUCTEMHbIX COOGLLEHWN,

noctynaroLwmx oT nogcuctem MO M3 CCrIT-4A1, coctaBnseT 100 M6aiiT.

OT/IeJIbHYIO TEKCTOBYIO CTPOKY. Hampumep:

B ¢aiine cucremHoro xypHaia YOC MO CCIIT-4A1 kaxioe cooOIieHHe 3aHUMAaeT

Dec 23 11:37:35 fnp4 fnp4[1266]: fnp4_filtd: NakeTHbn ¢unbTp rotoB K paboTe (PID 1266)

CTpoKa CHCTeMHOTO CO001IeHNsI B 00I1IeM C/Tyuae COCTOUT U3 CIeAYIOIIUX 3/IeMEHTOB:

JlaTa ¥ BpeMsl perucTpaljii CUCTeMHOTo coo0irienus (Dec 23 11:37:35);

npe(MKC CHCTEMHOro cooOireHusi. Bce cucTtemMHble COOOIeHMs, OTIpaB/isieMble TOJCHCTEMaMH

[10 M3 CCIIT-4A1, umerot npe¢ukc fnp4;

HOMep TipuK/aaHoro nporiecca YOC M3 CCIIT-4A1, otnipaBUBIIero faHHoe coobiieHue (1266);

ums niogcuctembl [10 MO CCIIT-4A1, otnpaBuBIIeii ganHoe coobirieHue (fnp4_filtd — mporiecc

naketHoro ¢uasTpa M3 CCIIT-4A1);

TEKCT COOOIIeHusI.

1.4.7 \geHTudmkaumsa, ayteHTudomkauma u pasrpaHmnyeHmne

aocTyna

B MO CCIIT-4A1

peain30BdHd

noacrucreMa

aBTOpH3aLuH,

obecrieunBaroast

njeHTU(dUKaIMI0 W ayTeHTU(PUKaLuio aaMuHUCTpatopoB M3 CCIIT-4A1 mpu JOKalbHBIX U

M.

/lucm
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[lodn

Hama

]

r§ YAAJIEHHBIX 3arpocax.

=

r§ Kaxppiii agmunarctparop MO CCIIT-4A1 umeeT WuHbIA WAEHTA(UKATOP, HA OCHOBaHUM
KOTOPOTO ONpeJieIsIIoTCSl  ero  TmpaBa [0 yrpaBieHWtO u3fenveM. [lpaBa aaMuUHHCTpaTopa
OTIpeJie/ISIFOTCSl YPOBHEM I1paB [JOCTYTIa, XPAHSLMMCS B €r0 yUeTHOH 3arucHy.

<

S

Ny

L: [MopcucTema aBTOpM3alK ObOecrieurBaeT ABa Crocoba ayTeHTH(PUKALMK a[MUHUCTPATOPOB

§ MD3 CCIIT-4A1:

s 1) nokanbHass ayTeHTU(UKALWs, WCIONb3yIOLasi HHGoOpMaluio U3 (pailla ydeTHBIX 3anuceil

§ a/IMMHUCTPATOPOB, XPaHALLErocs Ha (ailJIoBOM CUCTeMe yCTPOICTBa;

=

§ 2) yoaneHHass ayTeHTH(UKalMss C obpallleHHeM K yJaJeHHOMY CepBepy ayTeHTU(hUKaluh C

Mcroab3oBaHrMeM npotokosa RADIUS.

S [Ipu mcnonb30BaHUM CPEJCTB y[AJeHHOTO0 aJMUHUCTPUPOBaHUS TMOAJEP/KUBAIOTCS CIUCKU

S

S|

3 JloCcTyria Ha ocHoBe [P-afipecoB yIipaB/iIOLX KOMIIbIOTEPOB.

S

S [lono/IHUTeNIbHO ~ TIOACUCTEMA  aBTOpPW3allMM  peaynu3yeT 00pabOTKy — 3ampocoB  Ha
ayTeHTU(UKALIMIO CeTeBbIX TI0/Ib30BaTe/Iel, UCTI0Jb3Ys MepeurcIeHHbIe BbIle CITI0COObI.

S
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1.4.8 'opsayee pe3epBupoBaHme

B MO CCIIT-4A1 peanu3oBaHa IOACHACTEMAa pe3epBUPOBAHUSA, I103BOJIAIOLAs TOBBICUTH
HaZle)KHOCTh  BBITIOJIHEHUS] (PYHKUMM MO 3amuTe KMHGOpPMalMM W pasrpaHUYeHd0 JoCTyma K

VH(bOPMalMOHHBIM pecypcam.

B cxeme pe3epBUpOBaHMS UCIIO/b3yeTcs fBa ycrpoiictBa MD CCIIT-4A1, paboraromux B

OITHOM M3 C/IEAYIOIINUX PEXMMOB:

e pexuM Master — ponb “AKTUBHBIM® B cxeMe ‘“AKTHUBHbIN-Pe3epBHbIM”: Bce (UIBTPYOIUE
uHTepdeiicbt MO CCIIT-4A1 ycTaHaBIMBAIOTCS B aKTUBHOE COCTOSIHUE;

e pexum Slave — ponb “Pe3epBHblii” B cxeMe “AKTHBHBIN-Pe3epBHbIN”: Bce (GUIBTpPyOLUe
uHTepdeiicbst MD CCIIT-4A1 ycraHaBnMBaroTCs B 3ab/I0KMPOBaHHOE COCTOSTHUE;

e pexuM Sync — ponb M3 CCIIT-4A1 B cxeme “AKTUBHBIU-Pe3epBHBIN” oOrpesesseTcs
HacTpoiikamu 1potokosioB STP/RSTP Ha koMMyTaropax, K KOTOPbIM MOAK/IHOUeHbl (PUIBTPYIOLIe
uHTepdeiicbs MD CCIIT-4A1;

e pexum Balanace — pexum, wucrnonb3yeMbld A1 cxeMbl “BanaHCMpOBKa Harpy3ku”: Ha
KOMMYTAaTopax, K KOTOPbIM MOAK/I0UeHbl GuabTpyromue uHTepdeiicei MO CCIIT-4A1, AOmMKHBI

OBbITH BBITIOJIHEHBI COOTBETCTBYIOIIIME HACTPOUKH TI0 arperupoOBaHHUIO TTIOPTOB.

B nopcucreme pesepupoBanus MO CCIIT-4A1 peann3oBaHa BO3MOKHOCTH BBITIOJTHEHUS
TpoLieAypbl CHHXPOHMU3aL[MM JeWCTBYIOIIeld MOMUTHKU [JOCTyNa Kak B aBTOMAaTMYeCKOM, TaK U B

PYYHOM peXXMMax.

1.4.9 KOHTpO/1b LEe/N0CTHOCTU

B M3 CCIIT-4A1 peanmu3oBaHa TMOACHACTEMA KOHTPOJIS L|eJIOCTHOCTA OCHOBHBIX
koMrioHeHTOB YOC M3 CCIIT-4A1, nogcuctem 10 M3 CCIIT-4A1 1 Bcex KOH(WIYypaLMOHHBIX
daiioB. KoOHTpo/ib 1€/IOCTHOCTA OCYIIECTB/ISIETCS HAa OCHOBe TepUOANYeCcKOW TMpPOBepPKU
KOHTPOJIbHBIX CyMM (haiiyioB, cofep)KallyX Iepeuric/ieHHble Bblllle KOMIOHeHThl. TakuMm obpasom,
MOJCUCTEMA KOHTPO/Sl LIeJIOCTHOCTH BBISB/ISIeT TOMNBITKM HECAHKLJMOHWPOBAHHOIO H3MEHEeHUs
ucrosiHsieMbix ¢aitioB (1 6ubnuorek) mopcuctem MO CCIIT-4A1 u koH(UrypaLMOHHBIX (haiinoB
IIyTeM IPSIMOrO peflaKTUPOBAaHUsl, MUHYs UCIIO/Ib30BaHKe LITAaTHBIX CPe/CTB aMUHUCTPUPOBaHus MO

CCIIT-4A1.

[Tpu obHapy)KeHHWH HapylleHWsI KOHTPOIbHOW CYMMBbI TOJCUCTEMa KOHTPOJS L{e/I0CTHOCTH

BBITIO/IHUAT C/IeAyroIre AEﬁCTBHHI

1) ocraHoB nakeTHoro ¢guibTpa M3 CCIIT-4A1;

2) peructpanusi COOBITHS O HapyIIeHUX KOHTPOILHOW CYMMBI C YKa3aHWeM MMeHH (aiina;
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3) mepeBofi TIOAICUCTEMBI ABTOPH3allMM B  OAHOMO/b30BaTe/IbCKUM PEeXUM paboThl —  [IOCTyM
agMuHuctparopa K MDD CCIIT-4A1 Oyzer BO3MOXeH TOJNBKO [i/I  aJMUHHCTpaTtopa C

njeHTrudUKaropoM “admin”.

1.4.10 ArpervpoBaHue rnopToB yrnpasnawowero nHrepderica

M3 CCIIT-4A1 mnogaepuBaeT GYHKIMIO arperdpoBaHusi TOPTOB YIPaB/IAOIIEr0
uHTepdeiica. [laHHas GyHKUMS T103BOJIsieT OpraHW30BaTh arperar, BK/IHOUaromuid B cebs
yOpaB/sitoluil  MHTepdeiic M oAuWH U3 (UIBTPYIOIIMX HHTep@eicoB. ArpervpoBaHve TOPTOB
ympaBsistoliero uHTepdeiica obecrieurBaeT pe3epBUpPOBaHUe yIIpaBJsitoiiero uHrepdeiica M3 CCIIT-
4A1: ecnu BBIXOAWT W3 CTPOS OAWH W3 MHTep(delcoB, BXOAAIIMX B COCTAB arperata, To OyzeT
VICTIO/Ib30BaThCsl BTOpPOM uHTepdeiic. ITogaep>kuBaeTcsi BOSMOKHOCTb COBMECTHOTO HCII0/Ib30BaHUs
obonx MHTepdeHCoB B CcOCTaBe arperara. PeXXMM HCIOb30BaHUS MHTEp(eicoB B COCTaBe arperara
OTIpe/iesisieTCs MPOTOKO/IOM arperupoBaHusi, KOTOPbIA MOXKET ObITb U3MEHEH aJIMUHUCTPAaTopoM MD

CCITT-4A1.

[ToazepkuBaroTCA CeAyroLe IPOTOKOJIbI arperupoBaHus:

failover: Tpauk nepefaeTcs TOJIBKO Yepe3 aKTUBHBIM MTOPT (OCHOBHOW (master) MopT - MepBbId
nopt B arperate). [IpoToko/1 arpernpoBaHus Mo yMO/T4YaHHUIO;
* broadcast: OTIpaB/sieT KaZpbl Ha BCe TOPTHI arperara W IPUHUMaeT Kajpbl Ha M000W TOpT

arperara;

§ * lacp: nogzepxxuBaet IEEE 802.1AX (panee 802.3ad) Link Aggregation Control Protocol (LACP),
US|
I a takke Marker Protocol;
Q
= * loadbalance: 6aJaHCHPOBKA UCXOZSIIEro TpadrKa Ha OCHOBE XeIIMPOBAHHUS 3arojIOBKOB MAaKeTOB
U TIpUeM BXOZsIIero Tpaduka Ha F000i U3 aKTUBHBIX TIOPTOB arperara;
»§n ® roundrobin: pacripefiesieHie UCXOJAIIEro TpauKa MeXXy BCEMU aKTHBHBIMU ITOPTaMU, UCTIOb3Ys
N
> TJIaHUPOBIIMK TuMa round-robin u nipuem Bxogsiero Tpaduka Ha JH000N U3 aKTUBHBIX TIOPTOB
Q
S arperara.
=
g 1.5 YnpasneHne M3 CCI1T-4A1
5
Q
1.5.1 CpepcTtBa agMUHUCTPUPOBaHUA
§ ApvmunHucTpatopy MO CCIIT-4A1 MpeI0CTaB/ISIFOTCS ciepnymolye cpeacTBa
IS a/IMUHUCTPUPOBaHUS:
S
S ~ ~ <
= * KOMaH/JHbIH HHTepdelC aAMHHUCTPATOpPAa Kak [s JIOKaJibHOTO (C cucmemHoOU KoHcoau MO
CCIIT-4A1), TaKk v A5 yiaJleHHOI0 a/IMUHUCTPUPOBAHKUS B Pe)KMMe KOMaH/IHOW CTPOKH;
N
E
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WEB-unTepdeiic agMuHHCTpaTopa [/ yAaaeHHOro afMuHucTpupoBaHus M3 CCIIT-4A1 c
WCTI0Nb30BaHUeM cTaHZapTHoro WEB-6pay3epa, mogaep>xuBatoiiiero mpotokoa HTTPS;
SNMP-unTepdelic aJMUHUCTPATOPA /151 yAaJleHHOro MOHUTOpUHra coctosinusg MO CCIIT-4A1
C WCIIO0/Ib30BaHWEM CIelMaJbHOTO TPOrpaMMHOTO obecrieueHWss Ha CTOPOHE YIIPABJISFOIIEr0
KOMIIbIOTEpa, HampuMep, OTHocsIerocs K kimaccy SNMP MIB-6pay3epoB, ToOf1ep>KUBAFOIINAX
riporokos1 SNMP Bepcuu 3;

FNPCP-unTepdeiic agMUHUCTPATOPa /1 yaJeHHOT0 a/[IMMHUCTPUPOBAHUS C HCII0/Ib30BaHUEM
K/IMEHTCKUX TPUIOKeHHUH, (YHKLMOHUDPYIOLIMX Ha CTOPOHEe YTMPaB/SIOLIEro KOMIbHOTepa WU
JPYTUX CpeJCTB 3allliThl MHGOpPMALMKM U TOJJep>KUBAIOIIUX NpUKIafHoW mpoTokon FNPCP.

Onucanue nporokona FNPCP npusezieHo B ripuiokenun U, ctp. 573.

CCIT-4A1 yepe3 COM-MoOpT C MCMO/Ib30BaHWEM Hy/b-MOAEMHOIO Kabens (BXOAMT B KOMM/IEKT

@ B kayecTBe CUMCTEMHOI KOHCO/IM MCMOJIb3YETCA YNPaBASoLLMA KOMMbIOTEP, NOAKMOUYEHHBIA K M3
nocTaBKu)

[nsa ynpaenenus MO CCIIT-4A1 ucnonb3yeTcs: ynpas/sitoluil koMmmbloTep (fanee — YK),

TpeboBaHUS K KOTOPOMY HM3/IO’KeHBI B rozipasziesie 2.4, cTp. 44.

1.5.2 MpaBa AocTyna agMUHUCTPATOPOB, NAEHTUMMKALINS 1
ayTeHTudmKaums

M3 CCIIT-4A1 obecrieuriBaeT pasrpaHUyueHHe TIpaB JOCTyMa aJAMHUHHUCTPATOPOB TIO

yIpaB/IeHUI HacTpoWKaMu M (DYHKLIMOHMpOBaHMeM ycTpoicTBa. IIpu sToM, A1 KaKJOW y4yeTHOU

3aMycy a[MUHUCTPaTopa MpeAycMaTprBalOTCs Cle/[yIolye YPOBHHU MpaB A0CTyIIa:

admin — obecrieurBaeT BO3MOXKHOCTH TIPOCMOTPa W YIpaB/eHUs TlapaMeTpaMH, pecypCamy,
COCTOSIHMEM, YUeTHBIMM 3alUCsMH, MOJMTUKAaMU [OCTYyIa U PerucTpalidoHHON uHpopMmarmeidn MO

CCIIT-4A1;

YpoBeHb npaB foctyna admin no ymMosi4aHui0 MOXET ObITb HA3HAYeH TOMbKO aAMUHUCTPATOPY C
npeHtTudurkaropom admin.

BO3MOXHOCTb  Ha3HA4YeHMs [AHHOTO YPOBHS AOCTyna afMuHMCTpatopaM C  ApYrMMmu
naeHTudnkaTopamy 3a610KMpoBaHa.

full — obecrieurBaeT BO3MOXKHOCTH, aHAJIOTHUHbIE YPOBHIO MpaB JOCTyTa admin, 3a UCKTFOUEHHEM
BO3MOKHOCTU yTIpaB/eHUs] YUETHbIMHU 3alvCsIMU APYTUX a[MUHUCTPATOpOB. [I/1s1 cBOel yueTHOMU
3aMucy ypoBeHb npaB AocTyna full Mo3Bo/sieT BhIMOIHATh TOJIbKO U3MEHeHHe MMapoJis;

read — obecrieurBaeT BO3MOYXHOCTH TPOCMOTpa TapaMeTPOB, PeCypCOB U DPerucTparjiOHHOMN
vHpopmaiiuu MD CCIIT-4A1. [Insi cBoel yueTHOM 3alyCU YpOBeHb MpaB A0CTyIa read MO3BOJISET

BBITIO/IHATE TO/IBKO U3MEHEHHE T1dPOJIs.
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MD CCIIT-4A1 obecnieunBaeT uieHTU(GUKALMIO W ayTeHTU(UKALWIO aJ[MIHHCTPATOPa TIpH
ero JI0Ka/JbHbIX (KOMAHOHbIU UHMepelic aOMuUHUCMpamopa ¢ CUucmeMHOU KOHCOAU) U yAa/eHHbIX
3ampocax (Bce cpeJiCTBa a/IMUHUCTPUPOBAHUS, lepeurciieHHble B pasgene 1.5.1, ctp. 29) Ha focTyn no

WeHTU(PUKATOPY U TTapOJII0 YCIOBHO-TIOCTOSIHHOTO [1eHCTBUSI.

Kaxaplii  aAMUHMCTpATOp HMeeT JIMYHBIM WeHTU(UKAaTOp, Ha OCHOBAaHUU KOTOPOTO
OMpeZle/IAIOTCA ero mpaBa Mno agMuUHUCTpupoBaHuid MO CCIIT-4A1. TlpaBa aamMuHHCTparopa

OTIpeJie/ISIFOTCSl YPOBHEM I1paB [JOCTYTIa, XPAHALMMCS B €r0 yUeTHOM 3alrcCHu.

B MO CCIIT-4A1 npeaycMOTpeHbl [Ba TWIA WJeHTUPUKALMKM U ayTeHTU(UKaLUU

aIMUHHCTPATOPOB:

1) nokanbHasi ayTeHTUPUKALUS;

2) ypaneHHas ayTeHTU(YKALMM C UCTo/ib30BaHWeM yganeHHoro RADIUS-cepBepa.

M3 CCIIT-4A1 obecrieudBaeT BO3MOXKHOCTh  YIIPABJeHWsS  YUETHBIMH  3alMCSIMHU
aamunuctparopoB MO CCIIT-4A1. B ¢aline yuemubix 3anuceti admuHucmpamopog M3 CCIIT-4A1
oripeJiesieHa yueTHasl 3alicCh aJMUHUACTPATOpa € UeHTU(UKAaTOpoM admin, kKomopas He mModcem Obimb

yoasneHa.

AAMUHMCTPATOPY C MAeHTUdmkatopoM admin HasHaueHbl mMpaBa focTyna admin, kKoTopble He
MOTYT 6bITb U3MEHEHBI.

[Ipy wucnonb30BaHUM CpPEACTB yAaJieHHOro agMuHuUCTpupoBanus B MO CCIIT-4A1

]

S

S No/ep>KUBAIOTCS CIIUCKU JOCTYIa Ha 0cHOBe [P-azipecoB ympaB/sitOIX KOMITBIOTEPOB.

=

S

= Wpentndukans v ayTeHTU(UKALUS aJMUHUCTPAaTOPOB NPH MCIIO/Ib30BaHWHU Y[aleHHOIO

noctyria uepe3 SNMP-uHTepdetic iMeeT CBOM 0COOEHHOCTH M pacCMaTpPUBAeTCs OTAe/bHO (pa3zen 5,

S cTp. 349).

)

>

< 1.5.3 YnpasneHne KOHJurypauusamm

S [TapameTpnsl HacTpoiku W ¢yHKUMOHMpoBaHus M3 CCIIT-4A1 (nanee — mapameTpbl
§ KOH(Urypanuu) XpaHarcs B KoH@ueypayusax. B MDD CCIIT-4A1 cyujecTByeT JBa TuIla
§ KOH(UTypaLuii:

1) Tekymas kKoHdurypamus — Habop MmapamMeTpoB HacTpoiku U (yHKUHOHMpoBaHus M3 CCIIT-
§ 4A1, koTopble B JaHHbIA MOMEHT 3a/leliCTBOBaHbl B mporjecce (hYHKIJMOHHWPOBaHHS MPOTrPAMMHBIX
S|
S] kKommoHeHToB 11O u YOC M3 CCIIT-4A1;
<
E 2) fomo/IHMTe/IbHbIe KOH(MIypamud — UWMeHOBaHHble HaOOphl TapamMeTPOB HACTPOWKU U

(byHKIMOHUpPOBaHUs, KoTopble xpaHATca B MO CCIIT-4A1 u MoryT ObITh HCIIOIB30BaHbBI IS
S
E
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pe3epBHOTO KOINMPOBaHWS TeKyllel KOH(Urypalii C BO3MOXXHOCTBIO — 8blepy3KU/3a2py3Ku
O0onofHUmMesnbHbIX KOHueypayuili Ha ynpaeaswowuli kKomnbiomep. KaKmoil IOMOTHUTETEHON
KOH(UTypalui TIPUCBAaUBAETCSl CUMBO/IUUYECKOe UMSl, YHUKAIbHOe 0151 0aHHO20 ycmpolicmea MO

CCIIT-4Al.

KOHhMrypaumsamm:
e M3 CCIIT-4A1 MOXET XpaHUTb He 6oee 16 AOMOMHUTENbHbIX KOHGIUTYpaLUWii;
® VIMS AOMNOSTHUTENBHOWN KOHhMrypaumum 4O/MKHO OTBEYaTb CAEeAYOLWUM TPE60BaHNSIM:
v [OJivHa nveHu — ot 1 go 251 cumBona;
v [OMyCTVMble CUMBOJIbI B UMEHU — NMAaTUHCKNE GYKBbI (a-z, A-Z), uudpsbl (0-9), CMBOSbI
' ' (noguepkuBaHue), '-' (aedmc) u '.' (Touka);
v UMS1 QONOSHUTENbHOW KOHdMrypauum 0O/DKHO HaduHambCsi C /iamuHcKol 6ykBbl, 1u6bo ¢
yueppsl;
v B VIMEHW [OOMOMHUTENIbHOW KOHdUrypaumum He 0oryckaemcsi Ha/iuyue 0ByX CUMBO/IOB '.'
(mouka) nodpsio;

@ B M3 CCIT-4A1 cywecTBYlOT cnegylowme OrpaHMyeHnss npy pabore € AONOAHWTENbHLIMU

M3  CCIIT-4A1  obecrieunBaeT  CaeAylOIMe  BO3MOXKHOCTHM  TI0  yIpaBeHUIO

KOH(UTYpaLUsIMU:

® TIPOCMOTP TeKYyIllel WK JOTOHUTeIbHON KOH(MUTypaluy;

® coxpaHeHHUe TeKylllel KOH(UTrypaluu B JOTIOTHUTETHHYIO;

® 3arpy3Ka BBIOpaHHOW [IOTIOJIHUTE/ILHOM KOHGUTYpallMd B TEKYIYIO (Zasee — npumeHeHue
0dononHumenbHol KoHpu2ypayuu);

® yfaneHue JOMNOJHUTE/LHON KOH(UTypaLuy;

® 3arpyska C yrpaB/sitolero komnbtotepa Ha MO CCIIT-4A1 gononHUTebHOM KOHGUTYpaLyu;

e Boirpy3ka ¢ MO CCIIT-4A1 Ha yrpapisitOIIMA KOMITbIOTED TeKyllled WA /IOTOJIHATeTbHOM
KOH(UTrypaLuy;

® u3MeHeHHWe UMEeHU W KOMMeHTapus [OIMO/HUTeNbHON KOHGUrypauuu (Janee — nepeumMeHo8aHue
dononHumenbHol KoHgu2ypayuu);

® oTOOpakeHMe CrivcKa cyirecTByroux Ha M3 CCIIT-4A1 gornonmHUTebHBIX KOHMUTYpaLIUii;

® mpUMeHeHHe KOH(Urypaluu Mo yMOTYaHHIO.

JONoNHNUTENbHbIE KOHMUIYpauun, BbIFPY)XXaEMble Ha YMNpaBAsALWMIA KOMMbIOTEP, XPaHATCA B
@ TEeKCTOBbIX haiinax B popmare XML.

MO CCIIT-4A1 ocyuiecTBisieT KOHTPO/Ib KOPPEKTHOCTH [IOTIO/THUTENbHON KOH(UIypalyy,
3arpy’kaeMoil C yIpaB/sIOLiero KommbioTepa. B ciaydae oOHapykeHHsT OLIMOOK —3arpyska
JIOTIONIHUTENIbHOW KOH(Urypauyy O/0KUpyeTcsl C Bbllauel COOTBETCTBYIOLLETO JAMarHOCTHYeCKOTo

coobimenusi. ITo kaxoi oimbke, 0OHapy>KeHHOU B /IOTIOIHUTE/NLHONW KOH(Urypariu, BBIBOAUTCS

crieyrolast MHpopMarLus:

® /UIsi CHHTAaKCHYeCKOW OmMMOKH — HOMEeD CTPOKH B 3arpykaeMoM XML-caiise mormomHUTEBHON

KOH(UTypaLuu, B KOTOPOU Oblsia 0OHapy>keHa CUHTaKCHuecKast oiubka, nMsi arpubyta (XML-Tera)
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Y 3HaueHue aTpulyTa, B C/Tydae ero HeBepHOTO WK HeZIOMyCTUMOTO 3HAUeHHS;
* /I CeMAaHTHYEeCKOW OIMMOKM — OMKMCaHHe CeMaHTUYeCKOM OIIMOKM C yKa3aHWeM HOMepa CTPOKH
B XML-aiine momonHUTeTEHOM KOH(UTrypalid, B KOTOpOH Oblla oOHapy)keHa CeMaHTU4ecKast

omrbKa, C BOSMOXKHBIM yKa3aHWeM UMeHH U 3HaueHus arprbyra (XML-tera).

3arpyska/Bbirpy3ka A0MNO/HUTENbHbLIX KOHGUIypauuin Ha ynpassiolWmiAi KOMMbIOTEP BO3MOXHA
TOSIbKO C MPUMEHEHUEM CNeayoLWmMX CpeacTB agMUHUCTPUPOBAHNS:

e  WEB-unHTepdeiic aagMNHNCTPAaTOpPa;

e FNPCP-uHTepdeiic agMmuHucTparopa.

IMpu ynpaBneHuu kKoHpurypanusmu agmuHuctparopam MO CCIIT-4A1 B 3aBUCUMOCTH OT

TIpaB [JOCTYyTIa pa3pelleHbl CAeAyIOIIre JeiCTBYS:

® 11 a;JMUHUCTPATOPOB C YPOBHEM TMpaB J0CTyTa read:

v TIPOCMOTP TeKYLLel UK JONOMHUTeTbHOW KOH(PUTypaLy;

v BbIrpy3ka ¢ MO CCIIT-4A1 Ha yrnpaB/sitoIIMi KOMIIbIOTep [JOTOTHUTeTbHOW KOH(PUTypaLuy;

v oTOOpakeHHe CrHcKa CyirecTByromux Ha MO CCIIT-4A 1 1omoHUTeTBHBIX KOHMUTYPalLUi;
® /I QIMUHUCTPATOPOB C YPOBHEM ITpaB AocTyma full uau admin:

v TIPOCMOTP TeKYIIel UK JOToTHUTeTbHOW KOH(PUrypaiuy;

v coxpaHeHHe TeKyIlleil KOHPUrypaiyiy B AOTIOJHUTE/IbHYIO;

v TIpYMeHeHUe [JOTIOTHUTeTbHOW KOH(UrypaLuy;

v yJaneHue JOMOJHUATEbHON KOH(UTypaluy;

v 3arpy3ka C yrpasJisitoiiero kommnbtotepa Ha MO CCIIT-4A 1 AonoHUTe/IbHOM KOHMUTYPaLUu;

S v Bbirpy3ka ¢ MO CCIIT-4A1 Ha ynpaB/sitOLMid KOMIIBIOTEp [JOMO/IHUTeTbHON KOH(PUTyparLuuy;
S}
iS - .
< v NleperMeHOBaHue [J0M0JHUTeIbHOM KOH(UTypaLyy;
Q 9
= v oToOpakeHHe criMcKa cyiecTtByromuyx Ha MO CCIIT-4A 1 gornosHUTeTBHBIX KOH(MUTYpaLiii;
v TIpUMeHeHHe KOH(UIypaLyu 110 YMOTUaHHIO.
S
)
N 1.5.4 YnpaBneHune nonutukamMmun goctyna
Q
S IMonuTuKa pocryma — 310 ucnosnbdyembli B M3 CCIIT-4A1 coracoBaHHBI Habop
SN orpefiesieHM TpaBW/1 (UABTPALiM U OTpe/iesieHrii 0ObeKTOB CIIPAaBOYHMKA, HUCIO/Ib3yeMbIX B 3THX
§ nipaBuiax guiastpauuu. B M3 CCIIT-4A1 cyljecTByeT /Ba TUIA MOIUTHK JOCTYIIA:
=
IS o o
x 1) Tekymas moaMTHKA AOCTyma — Habop orpefeneHyil mpaBu GUIBTPALUMM U OMpeJesieHuH
OOBEKTOB  CTpaBOYHMKA, KOTOpPble B  [JaHHBIA MOMEHT 3a/|eliCTBOBaHBl B  IpoLjecce
§ ¢dyukuonrupoBanus MO CCIIT-4A1;
S o
S| 2) loNO/IHUTe/IbHbIE TOJIMTHKHM AOCTYNIa — MMeHOBaHHbIe COIVIacOBaHHble HabOpHI orpesieneHul
S
E TIpaBWI (PUIBTPALIMU U OTpe/ie/ieHH 00BeKTOB CIIpaBOUHKKA, KOTOphle XpaHaTcs B MO CCIIT-4A1
¥ MOTYT OBITb WCIONB30BAHBI JJIs1 Pe3epBHOTO KOIMPOBAHHS TeKYyIed IOMUTUKK [OCTyra C
S
s
NS
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BO3MO)KHOCTBIO ~ 8bI2DY3KU/3a2Py3KU OONOAHUMEAbHbIX NOAUMUK O0OCmynd HA ynpaeasiowjull
Komnblomep. Kaxol [OMOMHUTENbHON KOHGUrypalid TPHCBaMBaeTCsl CUMBOAUYECKoe UMS,

YHUKa/IbHOe 0151 0aHHO20 3K3emnaspa MO CCIIT-4Al.

nosiMT1kamu gocryna:
e M3 CCIIT-4A1 MOXET XpaHUTb He 6o/1ee 32 [OMONHUTESbHbLIX NOMUTUK AOCTYNA,;
*  VMS AONONHUTENbHOM NONUTMKM AOCTYNa AO/MKHO OTBEYATb C/eAyoLyM Tpe6oBaHNAM:
v OnvHa umeHu — ot 1 oo 251 cnumBona,;
v [OMNyCTVMble CUMBOJIbI B UMEHU — NMAaTUHCKNE GYKBbI (a-z, A-Z), uudpsbl (0-9), CMBOSbI
'_'(noguepkmBaHue), '-' (aedmc) u '.' (Touka);
v UMS A0ONOMTHUTENbHOW NOMUTUKN OO/DKHO HaYUHambCsl € lamuHCcKol 6YKBbI, /IUGO ¢ yugphbl;
v B UMEHMN [OMOSHUTENIbHONM NOMUTUKN He doryckaemcsi Hasu4ue 0ByxX CUMBO/O8 '.' (moyka)
rnoopsio;

@ B M3 CCHMT-4A1 cyllecTBylOT C/eaylolye OorpaHvWueHnss npyu padoTe C A0NOSHWUTENbHbLIMM

MO CCIIT-4A1 o6ecrieurBaeT CeAyroIe BO3MOXXHOCTH TIO YIIPaBEeHHIO TOJUTUKAMU

Jocryna:

® TIPOCMOTP TeKylel WIx AONOTHUTEeIbHOW MOIUTHUKHY JOCTYIIa;

® COXpaHeHHe TeKyllled NOJIMTUKU JOCTYyIIa B JONOJTHUTE/IbHYO;

® 3arpy3ka BbIOpaHHOMW JOTIONHUTE/LHOM TONUTHKU [OCTyIa B TeKYILLYIO (Jagee — npumeHeHue
donosHumenbHol noaumuku oocmyna);

® yjiajeHye JONOJHUTE/IbHOW TIOIUTHKY 0CTYIIa;

® 3arpyska C yrnpas/stoljero komnstotepa Ha M3 CCIIT-4A1 onOMHUTENBHOW MTOIUTUKK JOCTYIIA;

* Boirpy3ska ¢ MD CCIIT-4A1 Ha ynpaB/slOLUMM KOMIIBIOTED TeKyllel WIA [ONOTHUTeTbHOU
TMOJIMTUKY JOCTYTIa;

® y3MeHeHVe UMeHU M KOMMEeHTapus J0NOHUTe/IbHOW MOJIMTHKY J0CTyIa (Jjanee — nepeumMeHo8aHue
00Nno/HUMebHOU noAumuKu 0ocmyna);

* oTobpakeHue crircka cymjecTByroumx Ha MO CCITT-4A1 fonoMHUTETBHBIX MTOJTUTHK AOCTYTIA;

® BO3BparT TeKyllel MOJIMTHUKHU J0CTyNa B COCTOSIHKE /10 TIOC/IeIHEr0 U3MeHeHUS;

¢ TIpUMEHeHHe ITOJIUTUKHU AOCTYIIa 110 YMOJ/TUaHHIO.

BUAE €eAVHOr0 ANsi KakAoh W3 BbIrpy)XaemblX MOMMTUK TEKCTOBOro dhalina, copepxalllero

@ JononHvTeNbHbIE MOMUTUKN AOCTYNa, BbIFPY)XXaeMble Ha YNpaBsoWmMin KOMNbIOTEP, XPaHATCA B
cor/lacoBaHHble Mexay co60i cnpaBOYHUK 06BHLEKTOB M HAGOP NpaBua unsTpaLum.

M3 CCIIT-4A1 obecrnieuriBaeT BO3MOXXHOCTH J00aBjieHUs, peJaKTUPOBAHUS, YAajeHus,
KOTMPOBaHUsI U TepeMellleHus MpaBul (UIbTpaLyy, KaK U3 OCHOBHOM MOJWTHKYU JOCTYIA, TaK U U3

AOINOTHUTE/IbHBIX.

3arpy3ka Ha M3 CCIT-4A1l AONOMHUTENbHbLIX NOAMTUK AOCTYNa W Bbirpy3ka Ha ynpaBAsoLLmMii
KOMMNbIOTEP TEKYLUEeN M AOMNOMHWUTENbHBIX NOAMTUK AOCTYNa BO3MOXHblI TO/IbKO C MPUMEHEHWEM
C/efyoLnx CpeacTs aAMUHUCTPUPOBaHUS:

e  WEB-nHTEpeic agMNHMCTPaTopa,;

e  FNPCP-uHTEpeiic agMmHucTpatopa.
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IIpu ynpasieHuy NonuTUKaMu foctyna agmuHucrparopam MO CCIIT-4A1 B 3aBUCUMOCTU

OT TpaB JOCTYTIa pa3pelieHsbl C/iefyIolIne 1eHCTBUS:

® 111 afMUHUCTPATOPOB C YPOBHEM I1paB A0CTyma read:
v/ TIPOCMOTP TeKYIL[el WU [JONOJTHUTeIbHOM MOJIMTUKU JOCTYIIa;
v BoIrpy3ka ¢ MO CCIIT-4A1 Ha ynpaBisrOLMM KOMIIBIOTED TeKyllerd WM [JOIOJTHUTE/bHOU
TIOJINTUKY JOCTYTIA;
v oTobpakeHHe criMcKa cyiiectByromyx Ha MO CCIIT-4A1 fononHUTeTbHBIX TTOIUTHK JOCTYTIa;
® /I aIMUHUCTPATOPOB C YpOBHEM I1paB gocTyma full uau admin:
v TIPOCMOTP TeKYLLel UK JONOMHUTeTbHOW MOJIMTUKY JOCTYIIa;
v COXpaHeHHe TeKyllel OJIMTHUKHU J0CTyIa B [JONO/JHUTE/IbHYIO;
v TIpYMeHeHHe [JOTIO/THUTe/IbHOW NTOJIMTUKY JOCTYIIa;
v yJlareHue [OT0/IHUTeIbHOM MIOJIMTUKU JOCTYIIa;
v 3arpy3ka C yrpaB/stouero komnbiorepa Ha M3 CCIIT-4A1 fAONOMHUTENBHOW TOMUTUKU
JOCTyIIa;
v BoIrpy3ka ¢ MO CCIIT-4A1 Ha ynpaBisrOLMM KOMIIBIOTED TeKyllerd WM [JOIOJHUTE/bHOU
TIOJINTUKY JOCTYTIa;
v TlepeuMeHOBaHue J0TO/HUTE/IbHOM MOIUTHUKU JOCTYTIa;
v oToOpakeHHe CIicKa cyijectByromux Ha MD CCIIT-4A1 1onoMHUTeTBHBIX MOUTHK JOCTYTIA;
v BO3Bpar TeKylleM IMOJIUTUKU JOCTyIla B COCTOSTHHE [0 NTOC/IeJHero U3MeHeHus;

v TIpUMEHEeHME MTOJIMTUKU JOCTYyIIa 10 YMO/TYaHHUIO.

]
S
= YnpaBieHue cnpaBoyHHKaMM 00bekToB. CrpaBouHMK O00BEKTOB — 3TO Habop
=
S
S COOTBETCTBUM MEXY CUMBOJIMUECKMMU MUMEHaMHM U WJeHTU(MUI[UPOBAHHBIMU O00BeKTamMH (y3/71aMu

CeTH, CeTSIMU, CePBUCAaMU U T. [I.), UMEIOIIMMH oripeJesieHHble aTpubyThl. [Tocsie obaBneHus o6beKTa
~ B CIPAaBOUHKMK €r0 CHMBOJIMUECKOe MMsI MOXXKHO MCII0/Ib30BaTh KAK 8 npasuiax uabmpayuu, mak u
s N
o opyaux obvekmax 0/ opeaHu3ayuu CCbLIKU HA OAHHbIL 00BeKm.
=
&

CvMBO/IMYECKOE UMSI OGbeKTa CMpPaBOYHMKA AOMKHO GbiTb YHUK/IbHBIM Cpeau UMEH BCEeX

N 0GBLEKTOB, ONPEAENEHHbIX B TOM XE CMPaBOYHUKE.
=
Q
<
=
§ B M3 CCIIT-4A1 noaiep>KUBAIOTCS CIeAYIOIIAE THITbI 00BEKTOB:

® host (y3e1 cemu) — 0OBEKT 15 OTIPe/IeJIeHUsT y3/1a CeTH CO C/IeyIOLUMH aTpuOyTaMu:
g v CUMBOJIMUeCKoe UMs 00beKTa host;
S
S
> v niepeuncienue [Pv4-aapecos;
S
~ v niepeuncienue [Pv6-aapecos;

v nepeuncienue MAC-agpecos;
S
']
NS
S
= /lucm
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v VLAN;
v CriucoK ¢unsTpyromuyx uaTepgeiicos MO CCIIT-4A1;
v CTPOKa KOMMeHTapusl K 9K3eMIIsipy o0beKTa host;

net (cemb) — 0OBEKT 151 onipesiesieHust [P-ceTu co cieyromymMu aTpulyTamu:
v CUMBOJINUECKOe UM 00beKTa net;
v niepeuncienuve [Pv4-aapecos;
v niepeuncienue [Pv6-aapecos;
v VLAN;
v ¢bunbrpytoiuii uaTepdetic MO CCIIT-4A1;
v CTPOKa KOMMEeHTapusi K 9K3eMIUIsIpy 00beKTa net;

net-group (epynna cemesbix 065eKM08) — 0OBEKT, NpejHa3HaUeHHbIN [I7is 00beiluHeHNs] 00beKTOB
host w/unu net. O6beKT net -group 0ba/jaeT CeyOLUMMU aTpubyTamMu:
v CUMBOJIMUECKOe UMsi 00BbeKTa net -group;
v CITUCOK UMeH 00BeKTOB host (He bonee 8 06vekmos);
v CITKUCOK UMeH 00beKTOB net (He 6osnee 8 066ekmoe);
v CTPOKA KOMMEHTApHs K 3K3eMIUIIpy 00beKTa net -group;

service (cepsuc) — O0OBEKT AJisi OIpe/eNeHUs] CeTeBOr0 TMPWIMKEHUs CO CJeAYIOIUMU
arpubyTamu:

v CUMBOJIMUECKOe UMs 00BbeKTa service;

v/ KOJI TPAHCITIOPTHOTO TPOTOKOJIa;

v TiepeurciieHre HOMepoB NopToB (015 npomokonoe TCP, UDP);

v TiepeurciieHre THTIa/Koza coobirienus (045 npomokoaa ICMP);

v CTPOKa KOMMEHTapusl K 9K3eMIUIsIpy 00beKTa service;

resource (pecypc) — OOBEKT i1 orpe/ie/ieHUs] COBOKYITHOCTH 00BeKTOB host (net) U service.
OOmBekT resource 0b6/1a/jaeT C/IeAYIOUAMH aTPUOyTaMU:

v CUMBOJIUUECKOe UMSI 00BEKTa resource;

v CIIMCOK UMeH 00beKTOB host (He b6onee 8 06veKkmos);

v/ CITUCOK UMeH 00BeKTOB net (He 6osnee 8 06vekmos);

v Mg 00BeKTa net-group;

v uMs 00beKTa service;

v CTPOKa KOMMEHTAapHs K K3eMIUISIPy 00BeKTa resource;

time (uHmepgan epemeHu) — OOBEKT Ajisi OMpeje/ieHUs] 00beVHEHUs TPOMEXKYTKOB BPEMEHH.
OOmbekT time obmagaeT caeAyrOIMMH aTpUOyTaMu:

v CUMBOJIUUECKOe UMs 00beKTa time;

v Habop Mecs1eB rofia;
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[lodn. dama

VHB. N° duyon

Bsam MHb N°

[lodn. v dama

e N° nodn

v Habop JHel Mecsiia;

v Habop AiHell Hefie/y;

v BpeMsi CyTOK Hayasia POMeKyTKa BpeMeHH (8K/1HUUMenbHo);

v BpeMsl CyTOK OKOHYAHUsI IPOMeXXYTKa BpeMeHHU (8K/IH0UUME/BHO);

v CTPOKa KOMMEHTAapHs K 3K3eMIUIIpy 00beKTa time;

vlan-group (epynna VLAN) — oObeKT Ajisi onpefiesieHHs 00beJUHEHUsI Y3/I0B CeTH T0 TIPU3HAKy

nipuHa1e>kHOCTH K VLAN. O0bekT vlan-group o0/aziaeT cieqyomyUMy aTpuoyTamMmu:

v CUMBOJIMUECKOe UMsI 00beKTa vlan-group;

v niepeuncieHue HoMepoB VLAN;

v ¢bunbrpytoiuii uaTepdetic MO CCIIT-4A1;

v CTPOKa KOMMeHTapusi K 9K3eMIIsIpy o0beKTa vlan-group;

domain-group (epynna 0oMeHHbIX UMeH) — OOBEKT AJis Orpe/ie/ieHUs TepeuHsi [OMEeHHbIX WUMeH,

WCTIO/Ib3yeMbIX B TIPUKIaAHbIX mpaBwiax ¢unbTpagquu DNS u HTTP. O6wekT domain-group

obnazaeT ciefyomUMy aTpuOyTaMu:

v CUMBOJ/IMUECKOe UMs 00beKTa domain-group;

v TiepeunciieHue JOMeHHBIX UMEH,;

v CTPOKa KOMMeHTapusl K 9K3eMIisipy oobekTa domain-group.

1.5.5 CpeactBo 06HOB/IEHNA 1 BOCCTAHOB/IEHNSA

B kommiekt moctaBku M3 CCIIT-4A1 Bxogutr CpeficTBo 0OHOB/IEHHS W BOCCTAaHOBIEHUS

(manee — COBa-4), kotopoe nocraesercss Ha USB-HocuTesne U NpuBs3aHo K 3k3eMiuisipy M3 CCIIT-

4A1. OcHOBHbIe (PyHKLIMOHA/IbHBIE BO3MOKHOCTH COBa-4:

cOpoc TeKylel KOHPUTYPaL[UK B COCTOSIHUE 110 YMOJTUYaHHUIO;

cOpocC TeKylei MoMTUKU AOCTYTIa B COCTOSTHUE TI0 YMOJTYaHUIO;

cOpoC MapoJisi CUCTeEMHOTO ToJib30Baresist fnpsh;

cOpoc mapoJist aiAMUHUCTpaTopa admin;

BOCCTaHOB/ieHHe (PailyioBol cucTteMbl Hocutensi fgaHHbix MO CCIIT-4A1 B cocTosiHWe TIO

YMOJ/TYaHHUIO (BOCCTaHaBJII/IBaI-OTCH BCe Cbal‘;lflbl M KaTaJIornu K COCTOAHHUIO Ha MOMEHT ITIOCTABKH WJIU

TOC/IeJTHEr0 OOHOB/IEHMS);

rpoBepka (haiiioBoli crctemMbl HocuTe st laHHbIX MDD CCIIT-4A1 Ha HayMure onmoboK;

MPOCMOTP MH(pOPMaIuy 00 arrmapaTHOM M TPOrpaMMHOM 00ecCIeueHnu JaHHOTO 3K3eMruisspa MO

CCIIT-4A1;

obHoBnenne IO MO CCIIT-4A1 wu3 @aiiioB 00HOBIEHWH, TMpeJBapUTEILHO 3alTMCAHHBIX

aamuHucTparopoM Ha FAT-paspen USB-HocuTens faHH